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Abstract

The distinction between local and remote computing is increasingly blurred as
modern computation relies extensively on the use of shared resources. Pervasive
sharing of computational resources is evident in many use cases such as cloud
computing, where computational tasks are outsourced to remote servers. Addition-
ally, rented servers, Virtual Private Networks (VPNs), and even web browsers often
rely on shared hardware infrastructure.

While the benefits of shared computing resources, such as scalability and cost-
effectiveness, are well-documented, this trend also introduces novel security risks.
The reliance on shared hardware infrastructure creates opportunities for unautho-
rized access, data breaches, and other malicious activities.

One very prominent example of sharing both hardware and data are machine
learning applications. The use of machine learning applications is rapidly increasing
in almost every part of our lives, which includes granting them access to highly
sensitive information like health or credit data. At the same time, the models that
are used grow larger and larger, necessitating substantial computational resources.
This surge in resource consumption has led to a rise in outsourcing both training
and inference processes, resulting in the processing of sensitive data on untrusted
machines. In this thesis, we examine how to protect data in distributed machine
learning systems. In particular, we look at outsourced computations on a machine
with a Trusted Execution Environment (TEE) and a fast processing unit, such as a
Graphics Processing Unit (GPU). | examined the SLALOM protocol, a seminal work
in privacy-preserving inference. In this theses | present a new method, CARNIVAL,
to significantly speed up the preprocessing phase. CARNIVAL leverages the pseudo-
randomness of the Subset sum problem to enable efficient outsourcing during the
preprocessing phase. The findings from the performance benchmarks demonstrate
that CARNIVAL is a promising candidate for real-world implementations. A second
possibility to continue working with the SLALOM framework, DASH, is introduced
briefly. It builds on arithmetic Garbled Circuits (GCs) in combination with a TEE.
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However, TEEs do not provide protection against microarchitectural side channel
attacks. With the SPOILER technique, we will see how speculative loads and store
forwarding, a previously undocumented behavior of Intel processors, can be ex-
ploited to leak information. Specifically, | show that the processor’s dependency
prediction mechanism can be used to unveil information about the physical page
mapping, which is a novel side channel that can be used to boost Rowhammer-style
attacks or find eviction sets for cache attacks.

As microarchitectural side channel attacks have been so prominent in security
research over the last few years, countermeasures were also an active research
field. Consequently, all major cryptographic libraries provide countermeasures
to hinder key extraction via cross-core cache attacks by now. In the last part of
this thesis, we analyze prefetch-based countermeasures aimed at preventing well-
known cache attacks. | demonstrate that these implementations remain vulnerable
under certain conditions and propose a novel attack technique called CACHESNIPER
that enables the attacking process to evict the target data from the cache at
the desired instants after the prefetch but before the utilization. CACHESNIPER
leverages transient capabilities provided by Intel TSX and a deep knowledge of the
L3 cache replacement policy. It is applicable by an unprivileged attacker.

This thesis makes several significant contributions to the field of secure outsourced
computation, including the development of a novel method for protecting sensitive
data during inference, the discovery of a previously unknown microarchitectural
side channel that can be exploited to enhance existing attacks, and a thorough
examination of the existing countermeasure of prefetching, including its limitations
and vulnerabilities which in turn led to a novel side channel attack.



Kurzfassung

Die Unterscheidung zwischen lokalem und Remote-Datenverarbeitung wird zu-
nehmend verwischt, da moderne Anwendungen stark auf die Nutzung gemein-
samer Ressourcen angewiesen sind. Die weitverbreitete Nutzung gemeinsamer
Rechenressourcen zeigt sich in vielen Anwendungsfallen wie Cloud-Computing,
bei dem Berechnungen an entfernte Server ausgelagert werden. Darliber basieren
angemietete Server, virtuelle Private Netzwerke (VPNs) und sogar Webbrowser
haufig auf gemeinsamee Hardware-Infrastruktur.

Wéhrend die Vorteile gemeinsamer Rechenressourcen, wie Skalierbarkeit und
Kosteneffizienz, gut dokumentiert sind, birgt diese Entwicklung auch neue Sicher-
heitsrisiken. Die Abhangigkeit von gemeinsamer Hardware-Infrastruktur schafft
Moglichkeiten far unautorisierten Zugriff, Datenschutzverstée und andere An-
griffe.

Ein sehr prominentes Beispiel fir die gemeinsame Nutzung von Hardware und
Daten sind Anwendungen fur maschinelles Lernen. Die Verwendung von diesen
Anwendungen nimmt in fast allen Bereichen unseres Lebens rapide zu, was auch
bedeutet, dass ihnen Zugriff auf sehr sensible Informationen wie Gesundheits- oder
Kreditdaten gewéhrt wird. Gleichzeitig wachsen die Modelle, die verwendet werden,
immer weiter an, was erhebliche Rechenressourcen erfordert. Diese Steigerung
der bendtigten Ressourcen hat zu einer Zunahme der Outsourcings von Trainings-
und Inferenz-Prozessen gefuhrt, was wiederum zu einer Verarbeitung sensibler
Daten auf unvertrauenswirdigen Maschinen fihrt. In dieser Arbeit untersuchen
wir, wie man Daten in verteilten maschinellen Lernsystemen schutzen kann. Ins-
besondere betrachten wir ausgelagerte Berechnungen auf einem Computer mit
einer vertrauenswirdigen Ausfihrungsumgebung (Trusted Execution Environment
(TEE)) und einem schnellen Prozessoreinheit, wie einer Grafikkarte (Graphics
Processing Unit (GPU)). Ich habe das SLALOM-Protokoll, ein bahnbrechendes
Werk im Bereich der datenschutzfreundlichen Inferenz. In dieser Arbeit stelle ich
eine neue Methode, CARNIVAL, vor, die es ermdglicht, die Vorverarbeitungsphase
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von SLALOM erheblich zu beschleunigen. CARNIVAL nutzt die Pseudozufalligkeit
des Teilsummenproblems, um eine effiziente Auslagerung wahrend der Vorbere-
itungsphase zu ermdglichen. Die Ergebnisse der Performance-Messung zeigen,
dass CARNIVAL ein vielversprechender Kandidat fir reale Implementierungen ist.
Eine zweite Mdglichkeit, mit dem SLALOM-Framework weiterzuarbeiten, DASH,
wird kurz vorgestellt. DASH baut auf arithmetischen Garbled Circuits in Kombination
mit einem TEE auf.

TEEs bieten jedoch keinen Schutz gegen mikroarchitektonische Seitenkanalan-
griffe. Mit der SPOILER Technik werden wir sehen, wie speculative loads und store
forwarding, ein bisher nicht dokumentiertes Verhalten von Intel-Prozessoren, aus-
genutzt werden kénnen, um Informationen zu gewinnen. Insbesondere zeige ich,
dass der der Vorhersagealgorithmus flr Abhangigkeiten von Speicheradressen
des Prozessors dazu verwendet werden kann, Informationen Uber physikalische
Speicheradressen zu enthillen. Dies ist ein neuartiger Seitenkanal, der dazu ver-
wendet werden kann, Rowhammer-ahnliche Angriffe zu verstarken oder Eviction
Sets fiir Cache-Angriffe zu finden.

Da Mikroarchitektur-Seitenkanalangriffe in den letzten Jahren in der Sicherheits-
forschung eine so groBe Rolle gespielt haben, waren auch GegenmaBnahmen
ein aktives Forschungsgebiet. Infolgedessen bieten mittlerweile alle grof3en kryp-
tographischen Bibliotheken GegenmaBnahmen an, um die Schllisselextraktion
durch Cross-Core-Cache-Angriffe zu verhindern. Im letzten Teil dieser Arbeit
analysieren wir Prefetch-basierte GegenmalBnahmen, die darauf abzielen, bekan-
nte Cache-Angriffe zu verhindern. Ich zeige, dass diese Implementierungen unter
bestimmten Bedingungen anféllig bleiben, und stelle eine neuartige Angriffstech-
nik namens CACHESNIPER vor. CACHESNIPER ermdéglicht es dem angreifenden
Prozess, die Zieldaten zu einem bestimmten Zeitpunkt, namlich nach dem Prefetch,
aber vor der Nutzung, aus dem Cache zu verdrangen. CACHESNIPER nutzt die von
TSX bereitgestellten transienten Fahigkeiten sowie genaue Kenntnis der L3-Cache
Replacement Policy. Er kann von einem Angreifer mit normalen Nutzerrechten
angewendet werden.

Diese Arbeit leistet mehrere wichtige Beitrage im Bereich der ausgelagerten Daten-
verarbeitung, einschlieBlich der Entwicklung einer neuartigen Methode zum Schutz
sensibler Daten wéahrend der Inferenz, der Entdeckung eines bisher unbekan-
nten mikroarchitektonischen Seitenkanals, der zur Verbesserung bestehender An-
griffe ausgenutzt werden kann, und einer griindlichen Untersuchung der bestehen-



den Gegenmafnahme des Prefetching, einschlieBlich ihrer Einschrankungen und
Schwachstellen, die wiederum zu einem neuartigen Seitenkanalangriff fihrten.
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Introduction

Once upon a time, in a country far far away, a lady named Alice sits in front of her
computer. Alice wants to apply for a loan for a house. She enters all her personal and
credit information into her bank’s software, hits send. The bank software processes
the data while Alice anxiously waits for a result.

At the same time, but in a totally different place, a man named Bob just found a
great new web service that allows him to do photo and video editing with the latest
software. Bob pays a small fee and uploads his latest personal photos and videos.
They show him and his friends, in funny and also mildly embarrassing situations.
Bob is amazed by the website, it is reasonably priced, offers the latest software and
also processes his edits very fast.

Alice and Bob have never met. They never talked. They don’t know it, but they
still have something in common: They are actually working on the same computer.
Alice’s bank just happens to use an artificial neural network to check people’s credit
score that runs on an external server. The same server runs Bob’s photo editing
software. Both the bank and Bob use the server as a service provider, once for
inference on a neural net, and once for running software. The bank does not need
its own machine learning server, as it only requires it for loan applications. Bob
edits his photos as a hobby, he is very happy he does not need to invest in a new
PC and software but can just start working on the remote PC for a small fee.

In modern day computing, most computations are not happening on a private
machine, but on shared hardware. There are many reasons for this. Web services,
for instance, are offered centrally since a decentralized architecture is typically
neither required nor sensible. Additionally, not every company or person wants to
or can support their own infrastructure for every task. External servers offer many
advantages such as availability guarantees and monitoring while at the same time
eliminating the need for administrative personnel in the own company, providing
scalability to different customer demands, or simply not having to provide the space
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for the machine. More powerful hardware or specialized equipment can be used for
a limited time frame instead of being bought, knowledge and data can be shared.
Sharing hardware thus makes sense in an economical, ecological and quality
sense.

One of the most resource intensive applications nowadays revolves around the field
of Machine Learning (ML). It has been in the scientific and economic spotlight for
over a decade now and deep neural networks are known to require a large amount
of computing power. The two most common tasks here are the training of a Neural
Network (NN) and the inference or evaluation of such a trained network.

Machine learning is a good example for shared resources in several ways: First
of all, the machine load comes in irregular intervals. Especially the training of a
network requires extensive amounts of computational and storage resources over
a relatively short amount of time when compared to the total lifetime of the neural
network, which can well be answered by shared hardware. Let it be noted that
this relatively short time may still be weeks or months for large models. Secondly,
training requires vast amount of data, possibly more or more varied than a single
party can provide. Thirdly, models are usually trained by one party and then used by
others. Lastly, inference tasks for the trained network may not come in at a steady
flow but in bursts. Thus, the model may be hosted on shared hardware to either
handle fluctuations in demand or simply to provide a service to customers.

As a result, Machine Learning as a Service (MLaaS) is a booming field: Smaller
parties can leverage external hardware to train models, utilize shared data or infere
on pre-trained models. This enables them to participate in machine learning without
requiring significant computational resources or data storage [55]. However, out-
sourcing computation may raise ethical or legal issues depending on the processed
data. It is easy to see why data sets such as health data, credit statements, or
a company’s intellectual property are not suitable to be processed on a shared,
insecure machine without further protection. Both privacy preserving training and
inference are active research fields, working to protect the training and inference
data as well as the model and the output [55, 59, 142, 169, 239].

Let us zoom out from the use case of machine learning. While shared hardware
brings many advantages with respect to resource consumption, it also introduces a
variety of new challenges in the field of privacy and security. After all, shared hard-
ware is used for sensitive operations such as banking, encryption and decryption,
processing of medical data, streaming of private videos, control of critical systems,
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and many others. As the user is not the only user on the machine, new attack
channels open for both co-tenants and the hardware owner. It is easy to see that
three common security goals may be compromised:

Confidentiality The data sent to the shared machine could be sold, or leaked.

Integrity The program code could be changed. An attacker could tamper with input
or output.

Availability The business model of offering hardware or remote services is vulner-
able to DOS attacks, endangering the availability of the service.

One attack class that is unique to shared hardware are microarchitectural side
channel attacks: On the shared machine, the microarchitecture is shared by all
processes. That means that resources like the cache or the address resolution
logic are used by processes of different tenants at the same time. By carefully
preparing and monitoring the shared resources, an attacker in one process can
infer information about a victim in the other process. Many research groups showed
a plethora of ways to extract different types of private information, starting from
browsing patterns and visited websites down to cryptographic keys [26, 68, 121,
173].

Ultimately, the shared use of hardware requires a careful balance between the
benefits and risks. As mentioned in the introduction, end users are often not even
aware that they are using shared hardware. It is crucial for manufacturers and
operators of shared hardware systems to implement robust security measures
to protect their customers’ privacy and security. Privacy and security on shared
hardware thus offers a very diverse research field.

1.1 Setting

As mentioned above, Alice and Bob are both sitting in front of their own device, but
are not actually working on it. Bob is using a software as a service over the internet,
working on a remote server he does not know anything about. Alice is entering her
information into her bank’s form, which is then entered into a MLaaS application
also running on the same remote server.
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Figure 1.1: Basic attack scenario: Mallory hosts a server S, Alice and Bob are honest
tenants, Eve is an attacking tenant. The server contains several CPUs that share a Last
Level Cache (LLC). The server may contain a Trusted Execution Environment (TEE)
and a Fast Processing Unit (FPU). In the chapters, we omit components that are not
essential to the respective chapter.

We can put this scene into a more abstract setting. We assume that the shared
hardware, called the server S in the following, can be accessed by several parties
at once. The scenario is depicted in Figure 1.1: S belongs to Mallory. Alice, Bob
and Eve are tenants on the server. They all have user-level privileges, while Mallory
has root-level privileges as well as physical access to S.

As customary in cryptography, Alice and Bob are honest parties [187, 198]. Mallory
and Eve are trying to attack them and their calculations.

They take one of the following classes for each scenario [71]:

Honest-but-curious / Semi-honest The attacker sticks to the agreed upon proto-
cols, but will access any information they can within the protocol. For example,
she will access data that is unencrypted, save messages for later analysis or
evaluate side channels. The attacker may also provide chosen inputs to the
protocol.

Malicious The attacker deviates from the protocol and uses whatever means
necessary to gain information. The deviations may include fault attacks, replay,
deletion, fiddling with random number generators and many more.
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We will discuss the attacker type in each part of this thesis individually. They are
relevant for our new framework for outsourced computation. Side channel attacks
are outside the scope of the attacker model: They are based on vulnerable imple-
mentations, but the attacker is strictly speaking not taking part in the protocol.

The server S has multiple Central Processing Unit (CPUs), each with a private
Level 1 and Level 2 cache and a shared Level 3 cache. It further contains a TEE to
allow clients to perform protected computations. Another important component of
S is a Fast Processing Unit (FPU), which is a term we will use for any specialized
processing unit faster than the CPU. The communication between the client and
the servers is assumed as encrypted with a secure standard protocol such as TLS.
The exact components and capabilities of the server as well as the involved parties
will be specified as needed during the thesis.

1.2 Research Objectives and Contributions

Within the setting described above, we looked at both a security enhancing frame-
work and potential threats via side channels. This thesis will focus on three research
objectives.

1.2.1 RO1: The development of privacy-enhancing techniques
for outsourced computation

To narrow down the scope of my research, | focused on the case of outsourced
inference: a model owner provides a trained model and a client provides an input
and receives the results. In outsourced inference, there is no inherent protection
for either. | mainly focus on the protection of the client data, called input privacy
and output privacy, but also touch on the integrity of the calculation. All these are
security goals of the client sending data, not the model owner.

| used the SLALOM framework from Tramer and Boneh as a baseline for my re-
search. It was published in 2018 and proposes a way to split a machine learning
inference workload between a Trusted Execution Environment (TEE) and a Graph-
ics Processing Unit (GPU) to enhance integrity of the calculation and the privacy of
the inputs and outputs. It relies on the TEE and masking for their privacy guarantees.
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Unfortunately, SLALOM has a resource intensive preprocessing phase solely on
the TEE. We stay in the same setting, but design a new preprocessing phase
that makes better use of resources. My new algorithm CARNIVAL generates many
masks in public on the GPU. We then make use of the Subset sum problem over
finite fields to calculate private masks within the TEE.

Contributions | develop a secure method to perform pre-calculations on un-
trusted hardware. CARNIVAL is a way to use publicly performed calculations to
generate secret masks for confidential input values. | prove that CARNIVAL is secure
under the assumption that the Subset sum problem over finite fields is a one-way
function, building on a longstanding cryptographical assumption. Additionally, |
discuss a variant with reduced key size but similar security. We then integrate
CARNIVAL into SLALOM and thus propose SLALOM AT THE CARNIVAL (S@C), a
new variant of SLALOM with an improved preprocessing phase and an analysis of
the performance gain. Even when choosing conservative parameters, this already
generates a speedup between 2.2 and 11 in the provable scenario. My approach
makes better use of the FPU by putting it to work during the setup phase as well as
the online phase. While | demonstrate it with the SLALOM use case, the CARNIVAL
primitive can be applied in many settings. | also worked on a second new approach
on outsourcing computation by leveraging garbled circuits. It is called DASH and is
discussed along with the state of the art of outsourced computation and the related
work.

1.2.2 RO2: Analysis and quantification of microarchitectural
behavior that allows an attacker to improve on existing
attacks or develop new attacks

The security of both CARNIVAL and DASH relies on the security of the TEE. | assume
that we have a secure part in the system that provably cannot be compromised
by an attacker. While this assumption holds, peculiarities in the implementation
can still allow an attacker to infer secrets, even from a TEE. We will look deeper
into one attack category, namely microarchitectural side channel attacks. In our
setting, processes share resources such as the higher level caches, various buffers,
the page table, the GPU or just the physical memory. It is possible to infer details
about data or the program state of a victim process by monitoring the shared
microarchitectural state. As all security research, side channel research is also a
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cat-and-mouse-game: Attackers develop new attacks and circumvent existing de-
fenses. Researchers develop detailed knowledge of the microarchitecture, leaking
components and sensitive algorithms. They also develop attacks so the defenses
can stay ahead of potential attackers. Only after an attack has been fully understood
an effective countermeasure be can developed.

One of the shared microarchitectural components is the store buffer as well as com-
ponents for address resolution such as the memory management unit. | analyzed
the store buffer and discovered that issuing many store instructions, subsequent
load instructions are executed speculatively without resolving the address fully.

Contributions We discovered and analyzed a novel microarchitectural leakage
from the store buffer stemming from the false dependency hazards during specula-
tive load operations: If a potential dependency between the addresses of the load
and the buffered store instructions is discovered, a significant delay in executing
the load instructions can be observed. The delay leaks partial physical address
information. The new leakage is dubbed SPOILER. It is a novel microarchitectural
leakage which reveals critical information about physical page mappings to unprivi-
leged processes. Since the physical address is information typically not available to
user space processes, this is a significant security risk. | use SPOILER to speed
up the reverse engineering of virtual-to-physical mappings by a factor of 256. The
speedup can be observed in native environments, from within virtual machines
and sandboxed environments such as JavaScript environments in browsers. | used
SPOILER to design a novel eviction set search technique from JavaScript and to
generate efficient DRAM row conflicts. As SPOILER allows the attacker to detect
continuous physical memory, the first double-sided Rowhammer attack with nor-
mal user-level privileges could be conducted. After going through the responsible
disclosure process, SPOILER received a CVE from Intel.

1.2.3 RO3: Analysis of existing countermeasures to
microarchitectural attacks and privacy-enhancing
mechanisms and their improvement

As mentioned in Subsection 1.2.2, researchers propose countermeasures against
side channel attacks. Evaluating how well these countermeasures work and whether
they can be circumnavigated is also a research objective. One countermeasure
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against attacks that infer secrets from the cache state is to avoid leaking cache be-
havior by always fetching all data into the cache, independent of its actual utilization.
These are called prefetch or always-load strategies.

| craft an attack to retrieve secrets from protected implementations. The attacker
needs to solve four challenges: The attacker needs to be able to detect when
the victim is running the target algorithm. She has to determine the time window
between the detection of the target algorithm and the utilization of the target data.
At exactly the right instant, she needs to evict the target data from memory. As in
previous attacks, she then needs to recover the information about a potential access
of the victim algorithm. | analyze different methods to tackle these challenges and
evaluate which work best by testing with a synthetic benchmark. With Intel TSX, |
craft an elegant attack, CACHESNIPER.

Contributions | show that a classic user-level cache adversary can overcome
a prefetch protection by solving the four key challenges stated above. We use
the result to craft CACHESNIPER, a novel attack technique that allows a user level
attacker to leverage tiny windows of opportunity. It achieves high precision by com-
bining a TSX transaction to precisely determine the victim process’s state, the
corresponding abort handler to directly conduct the attack, and fast and accurate
eviction techniques to get data from the cache. CACHESNIPER was used to re-
trieve keys from protected AES and RSA implementations, both from real world
libraries. revealing that last-level cache attacks against protected implementations
are still possible even without special privileges. After going through a responsi-
ble disclosure process, CACHESNIPER received a CVE for the attack on the RSA
implementation of WolfSSL.

1.3 Structure of this Thesis

The background information for this thesis is presented in Chapter 2. It will introduce
all concepts required to read the remainder of the thesis. Chapter 3 starts with the
baseline of SLALOM, a framework for private outsourced inference from 2018. From
there, | develop the CARNIVAL protocol, which uses the Subset Sum problem to fix
several weaknesses of SLALOM. | use it to generate the new framework SLALOM at
the CARNIVAL (S@C). As an alternative, we discuss DASH, a framework building
on garbled circuits instead of a TEE.
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Chapter 4 introduces the SPOILER leakage and analyses its root cause. | provide a
detailed description of the new eviction set creation algorithm, which is implemented
in JavaScript and thus usable in browser-based attacks. SPOILER can be used to
improve other attacks like Rowhammer style attacks, which | also describe. The
chapter includes mitigations and countermeasures.

After that, Chapter 5 discusses the possibility of attacking prefetch-protected imple-
mentations and introduces CACHESNIPER as an attack that can do so. In addition
to two attacks on real-world libraries | also present possible countermeasures.
Chapters 3 through 5 each contain a description of the work distribution in the corre-
sponding publications as well as the respective related work. The thesis concludes
in Chapter 6 by revisiting the research objectives, offering ideas for future work and
giving closing remarks.






Background

This chapter first provides a short overview on machine learning, private inference
and secure outsourced computations. We then dive into computer architecture,
starting on a high level with Trusted Execution Environments (TEEs) and specialized
processing units such as Graphics Processing Units (GPUs). Process isolation,
hypervisors and address virtualization are discussed next before a deep dive into
individual microarchitectural components. Of these, the store buffer, the DRAM and
the cache, including some known attacks, will be discussed.

2.1 Machine Learning on a Very High Level

Machine Learning (ML) is a booming field across all industries. It is used to suggest
products in online shopping, help cars drive, order images, generate text, chat with
users, classify test results, detect diseases, and many more. As it works with large
amounts of possibly private data on possibly private models, we use it as a use
case for secure outsourced computation.

Very simplified, machine learning is used to build a Neural Network (NN). The
model is built during a process called training. Once training is complete, the NN or
model can infer on previously unseen input data.

A network consists of multiple /ayers, which can be either linear or non-linear. We
use the VGG-16 net from Simonyan and Zisserman as an example [203]. It is
shown in Figure 2.1.

The VGG-16 network is used for image classification. It uses the ImageNet dataset’
and was a submission to the ImageNet classification challenge in 2014. It is a
fairly small network with a uniform structure, which makes it popular for research

"https://www.image-net.org/
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Figure 2.1: The architecture of the VGG-16 network. Is is used for image classification.
Figure from [86]

and teaching. VGG-16 takes image files of 224 x 224 pixels in RGB format as
input. These are classified through 13 convolutional layers directly followed by
a ReLU activation function, each using 3 x 3 kernels. Convolutional layers and
fully connected layers are linear layers, while max pooling layers, ReLU layers and
softmax layers are non-linear layers.

The switch between linear and non-linear layers is the main difficulty when at-
tempting secure outsourced ML: linear functions can be secured efficiently with
homomorphic encryption or masking, while the non-linear functions can be secured
efficiently with garbled circuits. It is, however, vastly computationally expensive to
switch between these two methods. Some efforts go into approximating activation
functions with functions that can be calculated homomorphically, such as polyno-
mials, but so far the computational trade-off is too large and the accuracy of the
network suffers [66, 152]. While accuracy can be re-improved by co-designing
the network (e.g. by retraining it) to match the activation functions, we can take
away that approximated activation functions usually do not match out-of-the-box
networks [55].

Machine learning applications often leverage specialized hardware. As machine
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learning is a classic example of single-instruction-multiple-data, it can be very easily
adapted to Graphics Processing Units (GPUs). Moving to the GPU is a natural
step as one of the most common linear layers, convolution, is a core calculation on
GPUs anyway. However, more specialized hardware was developed as well: There
are examples of neural nets in Field-programmable Gate Arrays (FPGAs) [115,
133]. Recently, many consumer devices are additionally equipped with a Neural
Processing Unit (NPU), hardware units built entirely for the purpose of running
ML applications. Among others, Google uses NPUs in StreetView and search
result ranking [148]. Lastly, Tensor Processing Unit (TPUs) are a hardware type
coined by Google that fulfill the same tasks as Neural Processing Unit (NPUSs),
but are designed to work in large clusters as opposed to being part of consumer
devices [122].

2.1.1 Training

For training, also called learning, a model requires training data. A data set is
split into training data and test data. A first version of the network is built: it has
all necessary layers, but the parameters within the layers are dummy values. For
example, a convolutional layer is defined, but the values within the filter are random.
Often, a known network architecture for the given use case is used and trained
on the specific data [73]. For example, the VGG16 net is designed for image
classification in general images, and may thus be adapted to assist in evaluating
medical images.

The training data is sent through the network in a process called forward propagation.
By comparing the expected and actual results, an error term is determined. The
network parameters are then adjusted to minimize the error in a process called
backward propagation. The process of forward- and backward propagation is
repeated many times, until the training error falls below a given threshold or further
training does not reduce the error term further. Then the test data set is used to
test how well the network performs. It can then be retrained or used for inference.

Neural networks typically have a huge number of parameters, which in turn means
tuning them requires large amounts of data. These need to be collected or gener-
ated and pre-processed, for example by bringing them to a standard size or labeling
them. Sharing data in a secure way would thus allow more parties to contribute to
the task of data gathering. Then, many rounds of forward and backward propagation
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take place, each round consisting of classification, error calculation and parameter
correction in a multidimensional plane. Thus in addition to divers, preprocessed
data, learning requires massive amounts of computing power. After the learning
phase is complete, the requirements for computing power are reduced drastically.
Consequently, using external machines securely for learning is desirable.

However, there are inherent problems with secure outsourced learning. Both the
input data and the model parameters may be secret. The model parameters are also
constantly changing during training, which makes it difficult to pre-compute anything.
Most adjustments through propagation do not work on masked values [213].

A note on the economic aspect: both data and trained models are valuable assets
that warrant protection. The value lies in the substantial time and computational
resources required to collect, preprocess, and train models. Data can be acquired
through purchase, with a significant market existing for this purpose. Similarly,
models can be licensed or sold, giving rise to the burgeoning field of MLaaS. This
economic sector is characterized by the provision of trained models and associated
expertise, enabling organizations to leverage the benefits of machine learning
without incurring the costs of developing and maintaining their own models [180].

2.1.2 Inference

Assuming we managed to train a model to our satisfaction, we can now use it to
classify previously unknown data. As not everybody has their own trained model for
every task, readily trained models are an asset. Users can now send their data to
an inference server and receive the classification. Inferring a model can happen
consciously or unconsciously: For example, many mobile phones with online data
storage offer an automatic classification for the user’s photos. The model owner
can include the classification as an explicit service or, as described above, implicitly
as part of another service.

Inference is much less computation intensive than training. However, there are still
many reasons to use Inference as a Service (laaS):

» The responsibility for the availability of the service is shifted to the service
provider.

» The service provider also needs to tend to scalability.
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» The service provider owns and maintains the hardware.
« The model may be updated regularly with current data.

+ A trained model still needs to be stored and used, and models are often very
large with thousands of parameters.

« The machine learning expertise can stay with the service provider.
In research, laaS solutions are for example used in nuclear physics [58, 222].

The data sent to the model owner can be of different privacy value: inferring traffic
camera images or interpreting speech orders to Alexa may be fairly unspectacular,
but detecting cancer in MRI images or calculating a credit score is much more
sensitive. To address this, there are research efforts to automatically classify the
privacy level required for specific data, for example photographs shared on social
networks [205].

2.2 Secure Outsourced Computation of Machine
Learning Tasks

Outsourcing computations to shared machines is a practical and sensible way to use
resources: not every party can (and should) have the resources for any necessary
computation on premise, maintaining a lot of different specialized hardware is not
practical and efficient, and using optimized implementations on shared machines is
beneficial. In the field of machine learning, models are usually trained by one party
and then used by others, and classification tasks may not come in at a steady flow
but in bursts. We can see that it makes sense to outsource the classification tasks
to a MLaasS server holding the model, thus providing laaS. But an laaS scenario
offers no inherent protection of the input values provided by the clients from the
service provider or other clients. There is also no built-in protection for the output
values. There are three main possibilities to add this protection, all of which come
with a performance penalty and sometimes also effect accuracy.
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Homomorphic Encryption (HE) Certain types of computations can be performed
directly on encrypted data, known as homomorphic encryption. One or more parties
provide inputs, which are encrypted and sent to a server or untrusted party. The
server then performs the computation on the encrypted data, and the resulting
ciphertext is sent back to the input providers, who can then decrypt it. Examples of
partially homomorphic encryption schemes include RSA, additive masking, and El-
Gamal [158]. Fully homomorphic systems need to support a set of Turing-complete
set of operations, for example allowing both unlimited multiplications and additions
to perform arbitrary calculations. Fully homomorphic systems are currently very
slow, and it is unsure if there will ever be a scalable version that can be widely
deployed [60].

As linear network layers such as convolutional or fully connected layers can be seen
as a series of multiplications by a constant and additions, which are homomorphic
operations, they can be calculated with relatively little overhead [46, 69]. The
non-linear activation layers like softmax or ReLu layers however are not easy to
calculate using homomorphic encryption. They are usually approximated with low-
degree polynomials [42, 89] or adapted cosine functions [224] in fully homomorphic
approaches. Both approximations come at an accuracy loss and sometimes require
extensive retraining of the network. The scheme of choice for machine learning is
currently the Cheon-Kim-Kim-Song (CKKS) scheme, which works on polynomial
quotient rings and supports batch evaluation [42, 168]. The inaccuracy caused by
the approximated activation functions grows with the network depth: The largest
neural network evaluated using purely HE on the CIFAR-10 dataset is a net with 10
convolutional layers [168]. The CIFAR-10 dataset is a set of images of hand-written
numbers from 0 to 9. The images are 32x32 pixels and thus not very large data
structures.

Secure Multi-party Computation (SMPC) Secure Multi-party Computation (SMPC)
is a subfield of cryptography that allows mutually untrusted parties to compute a
function together without revealing their inputs to each other. As opposed to classic
cryptography, SMPC assumes an attacker within the communication instead of an
outsider attacking the communication between two honest parties. The data owners
also don'’t have access to a trusted third party.

In 1982, the general idea of computing a function f(xy, zs,...x,) for n input owners
was introduced be Yao [235]. Later, Yao formulated the GC protocol. The GC
protocol remains the basis for modern SMPC schemes. A garbler encrypts the
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entries of a truth table representing a function, and sends the ciphertexts and the
key for her input to the evaluator. The evaluator receives the key for her input bit by
oblivious transfer and can decode only the correct entry. Many optimizations like
point-and-permute, free xor or wire coloring have been introduced. The procedure
of encryption and oblivious transfer is repeated successively from the input to
the output gates. In the early 2000s, the optimizations led to the first practical
applications of SMPC [60].

Many schemes for secure ML work with GCs to encrypt the non-linear layers
of networks, or the entire computation. As computing arithmetic operations via
traditional binary GCs is very resource intensive, Ball et al. introduced so-called
garbling gadgets for efficient garbling of arithmetic circuits over a finite field in
2016 [13]. In their follow up work in 2016, Ball et al. used these gadgets to build
neural networks [12].

Trusted Hardware As mentioned above, TEEs are a viable tool to protect privacy
on shared hardware. The main drawbacks are the need for specialized hardware
and resource limitations e.g. through paging mechanisms. The code within the
enclave is obviously victim to any vulnerabilities in the enclave code or concept
itself. Another interesting problem is the verification of the attested code: Depending
on the problem at hand, the client may not be able to fully verify the code within the
enclave. The issue can be circumvented by passing out intermediate results and
verifying them on a random sample basis.

Some approaches use a combination of the above, trying to overcome the chal-
lenges of one approach by using another. For example, CrypTFlow is a TEE-MPC
hybrid solution [125]. Indeed, the masking operation in S@C can be considered a
form of homomorphic encryption, while the mask generation is performed in the
TEE.

2.3 Specialized Hardware: GPUs, NPUs and FPGAs

Many computers contain specialized units that assist the general-purpose CPU.
The specialized components can be on-board or extra components. In this thesis,
we will use the term fast processing unit for anything that is faster than the CPU at
a specific task. For example,GPUs are often employed in machine learning tasks.
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We will discuss a couple of specialized units in this paragraph. The specialized
units are usually co-processors next to a regular CPU. Of course there can be more
than one co-processor in a PC, for example Intel’s LunarLake PCs contain a CPU,
a GPU and a Neural Processing Unit (NPU) [99].

2.3.1 Graphic Processing Units (GPUs)

Graphics Processing Units (GPUs) are used to render graphics and apply changes
to them. GPUs were originally used to accelerate highly parallel, memory-intensive
tasks like texture and polygon rendering, but acquired specialized units for geometric
operations such as rotation and translation of vertices. Nowadays, GPUs include
support for programmable shaders, which can manipulate vertices in a multitude
of ways. They typically have a large amount of memory and a high number of
processing cores, which allows them to perform massively parallel computations.
As machine learning tasks involve large datasets and complex computations that do
not change for each data set, parallel execution of tasks is very useful [176]. Graphic
processing and machine learning share some characteristics: Many operations
such as convolution and matrix operations are similar. Both types of computing
work with few instructions on large amounts of data, following the single instruction
multiple data (SIMD) principle. The resulting massively parallel computations can
be significantly faster than CPU computations. Also, both graphical operations and
neural networks work on floating point values, so no data type transformation is
required. Many machine learning frameworks such as Pytorch and Tensorflow
contain both CPU and GPU libraries out-of-the-box [2, 178]. The CUDA framework
for NVIDIA GPUs provide several libraries for machine learning [1, 51].

2.3.2 Neural Processing Units (NPUs)

Neural Processing Unit (NPUs) are a recent type of specialized chip that came up
with the rise of machine learning and artificial intelligence (Al). They are also called
Al accelerators. NPUs are used in laptops, mobile devices, IoT devices and cloud
computing servers [54]. They are used in large tensor nets in cloud servers as well
as for computing-on-the-edge, where small devices perform on-board calculations
to send processed data. As it is an emerging technology, no typical design has
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been established yet. However, Intel shipped their first computers with an on-board
NPU in October 2024, and Google has used NPUs for years by now [99, 148].

2.3.3 Field-programmable arrays (FPGAS)

Field-programmable Gate Arrays (FPGAs) are programmable hardware. They are a
cost efficient way to try out new hardware designs and, as such, are used in evolving
fields such as machine learning [11]. FPGAs are usually used for prototyping and
not as long term solutions. As they are hardware, operations on FPGAs are usually
very fast, almost as fast as on specialized chips. Programming FPGAs requires
knowledge of hardware description languages (HDLs) such as VDL. There are open-
source VDL libraries for machine learning [40]. While FPGAs offer fast performance
and flexibility, they may also require significant expertise and resources to design
and implement. FPGAs are relatively small and do not scale as well as specialized
chips. They can however be reused for a different task.

2.4 Trusted Execution Environments (TEES)

Trusted Execution Environments (TEEs) provide a secure environment on untrusted
hardware by offering hardware-sealed, attested enclaves. The hardware isolates
the enclave from other programs on the host without regarding privilege level, thus
everything from a small subroutine to a whole VM can run securely, undisturbed
even by a compromised operating system or hypervisor (we will get to hypervisors in
Subsection 2.6.1). Common TEEs are Intel Software Guard Extensions (SGX) [49,
98, 145], AMD Secure Encrypted Virtualization (SEV) [111], and Sanctum [50].
The ARM Confidential Compute Architecture (CCA) [132] and Intel Trust Domain
Extensions (TDX) [190] are still in development.

Besides strong memory isolation, a TEE offers remote attestation for both the
data and the code deployed within a specific enclave. Multiple mutually distrustful
parties can compute on untrusted hardware while using sensitive data, making
TEEs attractive for use in cloud computing service such as MLaa$S [44, 89]. While
there has been some discussion about the future relevance of TEEs after Intel
discontinued SGX on consumer devices, the efforts of both Intel and other vendors
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Figure 2.2: DRAM organization in banks and rows. A PRE (pre-charge) command activates
or closes a bank, an ACT (activate) command loads the row into the row buffer. Figure
from [88].

to build alternatives is evidence that TEEs will be an important feature in the
future.

We worked with Intel SGX instead of newer TEEs such as TDX or AMD SEV to
minimize the trusted computing base. SGX applications need to be divided into
trusted components which run within the enclave and untrusted components that
run outside of it. The developer defines the interface between the two. The trusted
part should be kept small to minimize the potential attack surface. Keeping the
context switches between the trusted and untrusted parts to a minimum increases
performance.

2.5 DRAM Organization

The main memory is Dynamic Random Access Memory (DRAM), an array of
memory cells which consist of one transistor and one capacitor per cell [208].
A charged capacitor represents a 1-bit, while a discharged one is a 0-bit. As
capacitors lose charge due to leakage, they need to be refreshed constantly every
few milliseconds (currently roughly every 8ms) to keep their charge. The process
called row refresh is performed one row at a time, just by reading the row [88]. As
only one transistor and one capacitor are required for each bit, DRAM modules have
a high density. So on the upside the chips can be very large, but on the downside
they are comparably slow and, as mentioned above, require constant refreshing.
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The DRAM organization is illustrated in Figure 2.2. We can see multiple memory
banks, which are then subdivided into the aforementioned rows. Depending on
the hardware configuration, a number of physical address bits are used to map
memory pages to banks [179]. Rows are generally placed sequentially within the
banks, which in turn means that access to continuous physical memory will grant
access to adjacent rows. Accessing a memory location causes the corresponding
row to be activated (and thus refreshed) and loaded into the row buffer. Subsequent
requests for the same row will then be served from the buffer.

Rowhammer attacks amplify the capacitor leakage for malicious purposes. Let’s
assume a target row A. Kim et al. showed that accessing neighboring rows re-
peatedly will enhance the leaking of the charge of row A if it is faster than the row
refresh [119]. If the data is not refreshed before the charge is lost, bit flips can
occur in row A. The corruption of data in a row not controlled by the attacker is an
attack on the integrity of the data or the availability of a service [76]. By placing
security-critical data or code within row A, Rowhammer attacks can additionally be
used to enhance privileges [196, 233].

Another security risk for DRAM is direct data reconstruction via cold boot attacks.
They are used to recover data from DRAM once it is without power and even
removed from the computer. While it is often assumed that data recovery from
DRAM is not possible, Link and May actually discovered that cooling the DRAM
instantly after removing the power supply allowed them to retain data for up to a
week afterwards as early as 1979 [134]. In 2009, Halderman et al. showed the
complete reconstruction of an AES key in a cold boot attack [83].

2.6 Process Isolation

A central paradigm of computer security is process isolation. It provides a higher
level of security as well as performance by issuing resources to one process
explicitly. If one or more processes require the same resource, they need to be
scheduled. Processes should not have insight into each other’s data, so memory
needs to be split between them. Different address spaces (see Subsection 2.6.2)
ensure this. The memory of a single process is further split between kernel space
and user space. Splitting the memory is necessary to ensure that a process cannot
elevate it's own privileges. If there is only one operating system on a machine, the
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scheduler and the memory management unit fulfill these tasks. Virtual machines
(further explained in Subsection 2.6.1) offer an additional level of isolation. They
are managed by a hypervisor, and offer the additional benefit of running their own
operating system. That means that different operating systems can run on the same
physical machine.

2.6.1 The Hypervisor

On a cloud machine, processes run in Virtual Machines (VMs). The software
responsible for creating and managing these VMs is called the hypervisor. It offers
an additional layer of abstraction between the physical hardware and the VMs,
allowing multiple VMs to run on the same physical machine. The hypervisor is
responsible for the allocation and distribution of resources as well as the isolation
between the virtual machines. As it requires access to memory management,
process planning, I/O stack, network components and so on, the hypervisor requires
elevated privileges on kernel level. In-kernel hypervisors are common, but pose a
security risk: If the hypervisor is compromised, it can corrupt it's VMs, bypass data
protections and give the adversary control over processing [207]. A compromised
hypervisor poses a danger to the security goals confidentiality, availability and
integrity [39, 216].

In 2023, Chen et al. showed a CVE rate of 7.9 per year for KVM and 24.7 per year
for Xen. In 2025, this rate has risen to 19.4 and 32.4 CVEs per year respectively.
For comparison, OpenSSL has CVE rate of 20.6 per year?. These numbers prove
that hypervisors are an attractive target [39].

Hypervisor security should be ensured through basic security measures such as
access control and isolation of networks. More inspired ideas to ensure hypervisor
security go from detecting hypervisor introspection to adding more privilege levels
and splitting the applications between them [39, 216].

2We are aware that CVE per year is not an objective metric as it depends on what the attacked
component considers part of their threat model, as well as people following responsible disclosure
procedures, but it provides an estimate of the attack surface and the specific component’s
attractiveness for attackers.
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Figure 2.3: The mapping between physical addresses, virtual addresses and the L3 cache
is unknown

2.6.2 Memory Management and Virtualization

Processes work with virtual memory. Virtual memory is more versatile than physical
memory, as the computer can issue more memory than it actually has. Different
processes can each get their own share of virtual memory, which may be in very
different places physically. Virtual memory is always presented to the process as a
continuous address space, regardless of the fragmentation state of the physical
memory. In addition to veiling the system state, developing with continuous memory
is easier for users.

Virtual memory is managed by the Memory Management Unit (MMU). It assigns
isolated virtual address spaces to all running tasks, thus splitting the physical DRAM.
Memory is typically allocated in 4 kB pages The mapping between the virtual page
and the DRAM page is held in the page table. The least significant 12 bits of the
address are called the page offset and are not translated, meaning they are the
same in the virtual and the physical address. When an address gets translated, the
result is stored in the Translation Look-aside Buffer (TLB). Repeatedly accessing
the same address will thus be faster, as translation is not necessary any more.

The mapping between physical and virtual addresses is hidden from unprivileged
processes. They can only access their own memory space, not the kernel address
space or the address space of other processes.
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As illustrated in Figure 2.3, the physical addresses are used for mapping memory
to cache sets (see Section 2.9, the process also cannot determine their data in the
lower level caches, which needs to be done by the MMU. Libraries that are cached
once for several processes will thus have different virtual addresses coherent with
the other process addresses, not spoiling information about co-located processes.
However, the libraries are only present once in physical memory. An attacker will
also find it harder to determine which memory addresses are physically close, which
is for example required for Rowhammer-style attacks [78]. Within each processes
virtual address space, the kernel has an extra, privileged area. The kernel cannot
be directly accessed by the process, preventing the attacker to intercept 1/0 signals
from the user [136, 162, 173, 186]. So, beside the ability to offer more memory than
actually present and offering fragmented memory as if it was continuous, memory
virtualization also adds a layer of security [16]. As we will see in Section 2.10, this
can be circumvented if out-of-order execution occurs.

2.7 Memory Order Buffer (MOB)

Since DRAM storage is slow compared to the processing speed of the CPUs,
memory operations need to be organized efficiently in order to avoid a memory
bottleneck. The Memory Order Buffer (MOB) is responsible for this task. It is tightly
coupled with the data cache, which we will inspect in the next section. On Intel
processors, the MOB applies the Intel memory ordering rules [6, 7, 146]. It follows
two principles:

1. Memory stores are executed in-order.
2. Memory loads can be executed out-of-order.

The first rule ensures correct memory accesses on commitment. The second
improves efficiency by loading data that is already available while waiting for data
that needs to be fetched from DRAM. The MOB includes two buffers. Firstly, the
store buffer consisting of the Store Address Buffer (SAB) and the Store Data
Buffer (SDB). We use the term Store Buffer to mention the logically combined SAB
and SDB units. The second buffer is the load buffer. The store buffer enables the
processor to continue working while finished operations are still being committed to
memory. The pipeline thus does not have to wait for the store to complete.
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The MOB can also use the store buffer to execute load instructions out-of-order:
Data that is not yet committed to memory can be loaded from the store buffer to
continue the calculation in a mechanism called store forwarding. Intel’s design of
the store buffer is not documented, but there is evidence that suggests that it only
holds the virtual address as well as part of the physical address [6, 7, 124]. As
the MOB does not contain the full address of the store, forwarding the load is
a speculative process. It may be based on a false dependency and thus require
rolling back. We will get back to the dependency resolution in Chapter 4.

2.8 Transactional Memory and Intel TSX

Transactional memory is a countermeasure to data conflicts. The idea of transaction
is rooted in database engineering: When trying to update a number of tables at
once, either all updates go through or none of them. Similarly, data in a read set is
locked for writing during the transaction, and vice versa. The concept was adapted
to web services, where more concurrent users and a potential time delay make
transactional behavior even more necessary. For example, while a customer is in
the middle of booking a hotel room, that particular entry is blocked for every other
user. Blocking certain data exclusively for one process works directly orthogonal
to performance enhancing mechanisms such as speculative execution or store-
to-load-forwarding. The programmer specifies code regions to block from other
processes. The processor then tries to execute the code. If it can complete the
transactional regions without data conflicts it will and commit the result. If not, the
entire process is rolled back. The concept is called optimistic execution of code
regions: The programmer can be optimistic that no conflicts with other threads
or CPUs cores will occur. Note that the data is not actually locked, as all other
processes can still access it. Instead, only the transactional code itself is slowed
down by a callback.

Transactional memory uses a hardware-based callback mechanism in case of a
conflict. It works on local copies of data and, if the execution finishes without a
conflict, all memory changes are committed atomically and thus become visible to
other processes at once. Otherwise, if a conflict occurs, the transaction is canceled
and all memory changes are discarded and a callback function is triggered. The
process is called an abort and the callback function is the abort handler.
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Disselkoen et al. list the main reasons to abort a transaction in Intel TSX from the
Intel developer guide in 2016 and their own findings, combined with undocumented
behavior described by Dice et al. [56, 57]:

1. Executing certain instructions, such as CPUID or the explicit XABORT instruc-
tion

Executing system calls
OS interrupts
Nesting transactions too deeply

Access violations and page faults

® o » w D

Read-Write or Write-Write memory conflicts with other threads or processes
(including other cores) at the cache line granularity—whether those other
processes are using TSX or not

7. A cache line which has been written during the transaction (i.e., a cache line

in the transaction’s “write set”) is evicted from the L1 cache

8. A cache line which has been read during the transaction (i.e. a cache line in
the transaction’s “read set”) is evicted from the L3 cache

Let us take note of a couple of points: Firstly, because of reason 3, transactions
may abort without any conflict of interest at all. Since the OS frequently interrupts
processes, this abort reason also limits the length of a single transactional region
to the amount of instructions that can be performed between two OS interrupts.
Secondly, reason 7 and 8 concern the cache, which will become important in
Subsection 2.9.1. Depending on the programming, the transaction can then be
repeated or another action may occur. While transactional memory ensures conflict-
free programming, it may slow down the protected code significantly.

While the Intel implementation of transactional memory, Intel TSX, has been used
to conduct timer-free cache attacks [57], it has also been leveraged to protect
processes against cache attacks [75] or to prevent data input modification and
thus protect against the exploitation of double fetch bugs [193]. Li et al. use TSX
transactions to protect private RSA keys from both software and hardware attacks
such as coldboot attacks. They do however also mention that protecting code with
TSX opens the door for DOS attacks, as constantly interrupting the protected code
means it will be unlikely to finish execution successfully in a timely manner [131].
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The same problem is not discussed, but also an issue in the work by Gruss et
al. [75].

After several attacks, Intel issued a microcode update disabling TSX on all machines
in 2021 [101]. It can however still be turned on with root privileges. As discussed at
an Intel conference in 2021, the company does continue to develop it and it is likely
it will be re-enabled in future versions.

2.9 Caches and How They Work

As mentioned in Section 2.5, a DRAM storage is comparatively slow. To achieve
better performance, small memory blocks called caches are introduced between the
processor and the main memory. They are typically static random access memory
(SRAM) components, which contain circuits instead of capacitors. Caches are thus
very fast and keep their content for a long time without refreshing [208]. There are
several caches on most modern processors, organized hierarchically in different
levels. The lower level (L1 and L2) caches are core private and closest to the
processor, reducing latency due to data transfer. The last level cache (LLC or L3) is
shared among cores. In this work we only discuss inclusive caches: all data in the
private low-level caches also has to be in the shared LLC.

As the caches are by nature smaller than the main memory, several challenges
need to be addressed when building and analyzing them:

» The cache mapping determines which data is stored in which part of the
cache. It is described by the associativity, wayness and number of sets of a
cache.

» The replacement policy is closely connected to the cache mapping. It is an
algorithm to figure out which data gets removed from the cache if the cache
is full and new data is requested.

+ To further increase performance, prefetching-strategies can be implemented.

» The cache coherence ensures that the data in the cache is up to date and
stored correctly when needed.
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Address pool Cache Address pool Cache

Figure 2.4: The cache mapping defines which memory address can be placed in which
region of the cache. (a) Fully associative: Every address can go everywhere (b) Directly
mapped: Every address can go to exactly one place (c) Set associative: A set of
addresses can go into a specific cache location.

We will focus on the first two points. Caches are organized in lines, the smallest
unit that is fetched from main memory. They are usually 64 bytes. Different cache
mappings are depicted in Figure 2.4. The easiest cache mapping is a fully associa-
tive cache, where each memory block can be placed at any cache line. However, in
a large cache, this policy leads to high performance cost to determine whether an
element is in the cache. The other extreme is a directly mapped cache, where each
cache line can be placed at exactly one location in the cache. A direct mapping can
lead to very high cache miss rates. The middle ground is grouping lines together in
a cache set s. The size w of a cache set is also called the wayness of the cache.
Many caches additionally group the sets into slices. The mapping of a cache line
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Address | Tag | Index | Offset| Tag |Index | Offset| Tag |Index | Offset
Data byte 1 Data byte 2 Data byte 3

-Stage 1

Data

Figure 2.5: A single cache line. The address is split into tag, index and offset. The offset
and the index determine the cache set the line is placed in.

to its cache set is based on the physical address of the cache line. The address
bits are divided into offset, index and tag. The offset are usually the lowest-order 6
bits used to locate data within a 64 byte line. The offset-bits are the same in the
physical and virtual address. The index bits are log,(s) consecutive bits starting
from the offset bits. The index bits determine the cache set the line is placed in.
The tag are the remaining bits of the address. The tag identifies whether the data
is cached. An example is shown in Figure 2.5.

Cache mappings are often not publicly documented, and reverse engineering them
is an active research area [144]. A fully associative cache can also be seen as a
cache with a single set, while a directly mapped cache can be seen as a cache
with wayness 1.

When a process requires data, the MMU and the TLB translate the virtual address
to a physical address. The cache controller determines whether this particular
cache line is in the cache. If it is, a cache hit occurs. If the data is not in the cache,
a cache miss occurs, and the data needs to be fetched from main memory. The
data is then placed in the cache, requiring an existing cache entry to be evicted
in the process. The replacement policy determines which cache entry is evicted,
thus placing the new memory block in the cache. The replacement policy is closely
connected to future cache hits and misses and hence responsible for achieving
high performance. Replacement policies are often not published, and considerable
efforts have gone into reverse engineering them [3, 4, 25, 231]. Understanding the
replacement policy is crucial for many cache or fault injection attacks. In this thesis,
the criticality of understanding the cache replacement policy to launch a successful,
precise cache attack will become clear in Chapter 5.

Replacement policies work on two assumptions: spatial locality and temporal local-
ity [88]. Spatial locality assumes that data located next to each other in memory will
likely be used together. If a data structure is larger than a single cache line, spatial
locality is automatically true. Spatial locality is leveraged in the set associativity, as
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memory blocks with adjacent physical addresses will be mapped to different cache
sets and thus do not evict each other. It is also used by prefetching mechanisms,
which load data into the cache before it is actually requested. Temporal locality
assumes that data that has recently been used will likely be used again soon. It
directly leads to one of the most common replacement policies, the Least Recently
Used (LRU) policy. Other policies count the data use over a certain time and keep
the most frequently used data, or evict that data that is oldest without considering
the time or frequency of use (first-in-first-out) [184]. There are mixed forms including
random elements as well as Pseudo-forms like Most Recently Used (MRU), which
is an LRU policy with a toggle instead of a counter also called pseudo-LRU policy.
We will discuss a tree-based pseudo-LRU policy in Chapter 5. Overall, we will
only consider LRU policies in this work, as they are implemented in all our test
machines.

2.9.1 Cache Side Channel Attacks

The last level cache is shared between processes and can thus be leveraged
for microarchitectural side channel attacks, either by directly inferring information
or by using the cache as a covert channel to communicate information between
processes. Ever since the cache was first mentioned as a side channel by Hu in
1992, many cache side channel attacks have been published [25, 68, 79, 92, 139,
156, 236].

Flush+Reload is an early cache side channel attack developed by Gullasch et al.
and Yarom and Falkner [81, 236]. It requires shared memory between the processes,
which can be a shared library or something similar. The attacker flushes cache
lines from the cache using an instruction such as c1flush in Intel processors. She
then waits for the victim process to execute, then reloads the block and measures
the time before it is available. If the reload time indicates a cache hit, the attacker
knows the victim used the flushed memory block. If it indicates a miss, the victim
did not use the memory block. The Flush+Flush technique uses a similar approach,
but measures the execution time of the flush instruction instead [79].

The Flush+Reload attack has a high resolution as it can detect usage of individ-
ual cache lines. It is easy to implement and interpret. However, it uses the flush
instruction, which is not present in some processors and not available on all lev-
els of the software stack. For example, it is not available in browsers [68]. It also
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requires shared memory, which is not always the case for the victim and attacker
processes.

In the absence of a flush instruction, a Prime+Probe attack can be used. It can
convey data with cache-set granularity. The attacker primes a cache set by com-
pletely filling it, then waits for the victim process to execute. Then the attacker
probes the cache set by reloading all the addresses in the cache set again. If the
access time indicates one or more cache misses, the victim accessed the cache
set in question [95, 139]. Prime+Probe does not require any specific OS properties,
so it can be applied to virtually any system. In preparation for Prime+Probe the
attacker needs to determine a minimal set of addresses that fill a specific cache set,
a so-called eviction set. An eviction set contains w different addresses in a w-way
set-associative cache. As the address information for cache lines is not available for
a user-level process, working out missing address information as well as set- and
slice-selection is a large research area [96, 103, 139, 221]. In this thesis, eviction
set creation and address resolution will be discussed in depth in Chapter 4.

As measuring the time difference between a cache hit and a cache miss is a crucial
part of both Flush+Reload and Prime+Probe attacks, fairly precises timers are
required to execute these cache attacks. As a consequence, disabling access
to timers was considered a valid countermeasure for cache attacks for a while.
Disselkoen, Kohlbrenner, Porter, and Tullsen constructed a timer-less cache attack
in 2017 by leveraging Intel Transactional Memory (Intel TSX). In Section 2.8 we
discussed the abort reasons for a TSX transaction. There are several cache-related
abort reasons, and the Prime+Abort attack uses the fact that a transaction aborts if
data from its write set is evicted from the L1 cache or if data from its read set is
evicted from the L3 cache [56, 57]. It follows that an abort signal of the attacker
process indicates a cache set access of the victim process. The Prime+Abort attack
achieves the same resolution as Flush+Reload but obviously requires Intel TSX on
the victim machine.

Side channels can be used constructively as well: Tuzel et al. use cache side
channels to detect hypervisor introspection in cloud services [216]. Briongos et al.
use a cache covert channel to protect enclaves against forking attacks [24].
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2.10 Speculative Behavior

When talking about caches, we also discussed replacement policies. A good re-
placement policy tries to make sure the data required by a program in the near
future is already available. It thus basically guesses the next required data based
on the previous data usage. Trying to predict future situations is a concept that
is applied widely in computer architecture. We will discuss a few examples in the
following.

Speculative execution tries to predict the control flow of a program. We will look in
detail at an example misusing the dynamic branch predictor. The branch predictor
is a piece of hardware that stores which branch was taken in a particular region
of code. It then predicts which branch will be taken next. Branch prediction is a
fairly intuitive concept for programmers: In a for loop with limit 100, we take the
branch into the loop 100 times, and the branch out of the loop only once. After a few
iterations of the loop, it seems like we "always" take the branch into the loop. The
processor can thus execute the data within the loop before actually checking if the
limit is reached, and will still be correct 99% of the time. The processor executes
a part of the code speculatively. If it later turns out that the limit was reached, the
speculatively executed code is rolled back and the program continues with the
correct branch. As Kocher et al. and Lipp et al. found out with their famous attacks
SPECTRE and MELTDOWN in 2018, only the architectural state is rolled back, but the
microarchitectural state such as caches remains the same [121, 136]. Observing
the microarchitectural state allows an attacker to leverage speculative behavior to
infer secret information.

Let us imagine a program containing a conditional branch. A toy example is shown
in Figure 2.6: If the parameter limit is below the size of a dummy array, we access
the dummy array at that point. Note that contrary to many attacks, the victim function
is not a vulnerable library function that can be repaired, but a function in the attack
code.

To leverage this function in an attack, we assume that the dummy array is placed
in memory just before some secret data. It is also possible to scan more distant
parts of the memory. The attack function is shown in Figure 2.7. First, the branch
predictor is trained: we call the victim_function with an allowed value for limit, so
it takes the path into the conditional branch several times. Experiments show that
four to five training iterations are enough on most hardware to program the branch
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1: function VICTIM_FUNCTION(LIMIT)

2 if (limit < dummy_array_size) then

3: read_array[dummy_array[limit] * 256] = 1
4 end if

5: end function

Figure 2.6: The conditional branch of this function is vulnerable to attacks using speculative
execution. The array dummy _array is an array with meaningless content that inhabits a
memory location in front of secret content. The array read array is used to transport
information out of the victim function.

predictor. It will then always predict that the control flow will take the path into the
conditional branch. At that point, we increase the counter once more. It is now
larger than limit, so larger than the size of the dummy array.

1: function TRAIN_AND_SPECULATE(LIMIT)
2 counter =0

3 while (counter < limit+1) do

4: victim_function(counter)

5 counter++

6 end while

7: end function

Figure 2.7: Example algorithm for training a branch predictor to speculate past a limitation
within the victim function.

Looking back to victim function in Figure 2.6, we can see that this means a memory
location outside of the allowed limit of the dummy array is accessed. As the branch
predictor is trained to allow that, the code will speculate past the condition before
finishing the evaluation of the condition. We can thus access a memory location
outside of our program’s memory space. By setting a marker in our read array, we
can infer the value of the byte we accessed. While the read array will be rolled back,
the cache will still hold the entry of the read array. We can thus infer the access via
a cache attack, for example Flush+Reload.

There are many other examples of speculative behavior. For example, processors
speculate about exceptions occurring or return points after jumps [121]. The store
forwarding discussed in Section 2.7 is also a speculative process: It forwards data
before it fully resolves the address, thus requiring a timely rollback process that
opens a new side channel.






CARNIVAL: Generating Secret Masks
from Public Knowledge

In the introduction, Alice was filling out her loan application. It was stated that the
bank might use a machine learning model to calculate her credit score. While
we only used this example to illustrate our motivation, many banks actually do
use machine learning and related techniques for various tasks, including decision
making [8, 202]. It means that private data is processed on a server out of the data
owner’s control. Protecting this data and the output during the machine learning
inference process is the goal of CARNIVAL, a framework developed in a joint work
with Sebastian Berndt, Jonas Sander, and Thomas Eisenbarth. CARNIVAL improves
the offline-phase of the neural network inference framework SLALOM by Tramer and
Boneh [213]. SLALOM offers private inference by applying masks to the inputs and
outputs of a neural net, as well as integrity guarantees for the calculation. It uses a
Trusted Execution Environment (TEE) and a Graphics Processing Unit (GPU).

This chapter is mainly based on work published in [29] and some parts of [189].
Parts of this chapter are taken from these publications. Within those works, | devel-
oped the CARNIVAL primitive, which generates secret masks by combining many
publicly known masks. Sebastian Berndt and | worked on the security discussion
while Jonas Sander implemented benchmarks to evaluate the performance. In ad-
dition to the theoretical, cryptographically proven security, we also ran experiments
regarding the uniformity of masks generated with smaller keys. The experiments
for this part were conducted by Frederik Lehmann as part of his Bachelor thesis. In
[189], we developed DASH, a second framework building on SLALOM. For DASH,
Jonas Sander developed GPU-friendly garbled circuits, which are applied to provide
the same security guarantees as in CARNIVAL without using masks. | worked on
the security scenario as well as the related work and editorial tasks.
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Figure 3.1: The setup for CARNIVAL: Mallory host a server S on which a pretrained neural
net NN waits for input to infer on. Alice is an honest tenant and sends input x to receive
output y. Both Eve, an attacking tenant, and Mallory try to extract information about x
and y. As the CPU and LLC are not relevant for our scenario, they are omitted from the
setup.

As discussed in Chapter 1, machine learning is a vastly growing field. ML has
several particularities that make it a prime candidate for outsourcing to shared
hardware: First of all, the training of a network requires extensive amounts of data
and computational resources. The data can be confidential. After training, the
computational requirements are reduced drastically, but the readily trained model is
a new asset that may need protection.

Besides being a business asset, a trained network is often large, which makes
private inference a substantial research field. We focus on hardware-assisted
secure outsourced inference for neural networks. While the term Deep Learning
would be technically more specific, related work instead uses the umbrella term
machine learning [36, 38, 55, 59, 110, 213, 226]. The term inference is also used in
literature instead of the more accurate term evaluation. To embed this work into the
context and semantics typically used in this research area, this thesis continues
applying the terms used in related work.

We need to adapt our basic attacker model from Chapter 1 to visualize the scenario
in CARNIVAL. The adapted version is depicted in Figure 3.1. Alice provides the input
and receives the output. Both the server owner Mallory with elevated privileges and
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Eve, another tenant, want to extract the input and output. The CPUs and caches
are not relevant for CARNIVAL and are thus omitted.

3.1 Assumptions and Theoretical Foundation

Let us assume a model owner, for example Alice’s bank, has spent resources to train
and refine a model. The neural network NN: X — ) consists of layers NN;: X; — ),
and each layer consists of a linear transformation Lin; followed by a non-linear
activation function NLin;. The linear layers are usually matrix multiplications or
convolutions. As convolutions can be converted to a matrix multiplication, we will
use the matrix multiplication as the exemplary function in this work. Furthermore,
we assume that the input X; and the output ); are represented by Integer vectors.
The model owner uses a server S to host NN and now offers inference as a service
to clients. Using laaS has two reasons:

» The model owner does not want to share NN, which is a business asset. We
note here that strong model extraction attacks exist (e.g., [34, 177, 214]) and
thus do not focus on model privacy in this work.

» The client C on the other hand does not have the computational resources to
infer on the model, and might even lack the knowledge to deploy it.

The client C provides the input data x € X', which is sensitive information not to be
shared with the server owner S or other tenants. The goal of the client is to compute
NN(x) € Y with minimal computation costs by making use of S without revealing
information about the input x or the output y = NN(x) to the server owner or model
owner. We thus protect the security goal of confidentiality by providing input privacy
and output privacy respectively.

To achieve privacy for the client, the model owner offers a Trusted Execution Envi-
ronment (TEE) within the server. The client can load the data into the TEE, which
is then protected from a potential malicious model owner. As usual, the code within
the TEE can be checked by the client via remote attestation and the data processed
within the TEE is constantly encrypted in memory. Inferring purely on the TEE
would however create massive performance issues, either increasing the MLaaS
prices or rendering the model owners business model useless. One approach to
handle this problem is by adding a Fast Processing Unit (FPU) to the server. An
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FPU is anything faster than the regular processor, so it can be a GPU or specialized
hardware such as an FPGA.

Having processing units with different computational performance creates the
challenge for the model owner to move as much computational load as possible to
the FPU without compromising the client’s data. In order to protect the client’s data,
some operations still need to be computed in the TEE, which is slower than the
FPU by orders of magnitude. Hence, the main question of this line of research is to
minimize the amount of computations required in the TEE while still guaranteeing
privacy to the client.

One solution to outsource the computational load to the FPU was presented by
Tramér and Boneh [213], who developed a framework called SLALOM that allows
a private computation of NN(x) if the server is equipped with a secure TEE. To
do so, they use the offline-online model inspired by very efficient MPC protocols
such as BDOZ [18] or SPDZ [53]. In this model, the computation is split into an
offline or preprocessing phase that is independent of the sensitive input x, where
the TEE generates some masking values and their counterparts (later referred
to as unmasking values) for the client. These values, combined with x are then
used in the online phase to produce the output NN(x). The preprocessing phase is
implemented solely on the TEE and not included in the performance evaluation.

In this work, we design a method to perform the preprocessing phase more effi-
ciently using the Subset sum problem over finite fields as a randomness genera-
tor.

3.1.1 The Subset Sum Problem

The Subset sum problem is a well-known NP-hard problem. Given a finite field F,
containing the numbers 0,1,2,---p—1,pand aset S = {s1,...,s,} C F} of field
elements and a function

f(k) =3 kisi mod p

that maps a binary vector £ to another field element, the goal is to reconstruct the
binary characteristic vector k. From a cryptographic perspective, f(k) is strongly
believed to be a one-way function (for appropriate choice of the parameters n and
p), meaning that there is no efficient algorithm to recover & from f (k). Furthermore,
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f can be used as pseudo-randomness generator under certain conditions [21, 94,
150], which CARNIVAL leverages to generate pseudo-random One-time Pads (OTPs)
as masks. We will provide a detailed description of the process in Section 3.3. The
high-level improvement is the swapping of matrix multiplication in the TEE for matrix
additions only, which reduces the computational complexity and runtime drastically.
As an added bonus, the FPU is utilized during the preprocessing phase as well,
leading to better resource balancing.

3.1.2 Knapsack Functions in Cryptography

The Subset sum problem is a specific variant of the knapsack problem, namely
a 0-1 knapsack problem where the weights of the knapsack items equal their
profit [181]. Knapsack functions have a long history as cryptographic functions.
Many cryptographic systems based on this function family have been introduced [45,
113, 130, 147]. While knapsack functions lead to one-way functions with very useful
properties [149], using them in asymmetric scenarios has been a very difficult
task, as shown by many broken systems [171, 172, 197]. One of their most useful
properties is the fact that knapsack functions can be used as pseudo-random
number generators or hash functions [94], with a number of properties that make
them interesting candidates for various practical scenarios:

» Knapsack functions are able to generate pseudo-randomness relatively easy,
using additions only.

» The highly parallel instructions over a finite field can be implemented very
efficiently and

* Linear operations on the knapsack elements result in linear transformations of
the resulting one-time pad, making them suitable for homomorphic operations.

Most of the asymmetric knapsack cryptosystems devised so far use a specially
constructed set S as the public key and additional information about S as private
key. In these systems £ is the plaintext and f(k) is the ciphertext [130, 147]. As
usual in public key crypto systems, the ciphertext can only be deciphered efficiently
with the private key, namely the additional information about S. Hence, the trapdoor
information is concealed in S [126].
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In contrast, we do not use S to conceal any information, but use k£ as the key
to generate an OTP which is then used to encrypt the message, generating a
symmetric cryptosystem or masking scheme.

3.1.3 Formal Definitions and Notations

We will consider outsourcing the computation of g(x) for a sensitive value = and a
publicly known function g to an untrusted party. We follow and extend the definitions
by Tramer and Boneh [213]. A secure outsourcing scheme for a function g: X — Y
between a client C and a server S consists of three algorithms: Setup, Preproc,
and Online. The algorithm Setup is called a single time and produces some public
parameters param. Given these parameters, Preproc can be used by C to produce
some data-independent state state. Finally, Online is an interactive protocol be-
tween C providing the inputs param, state, and the sensitive information x € X
such that at the end of the protocol, C receives a value y € Y or aborts the protocol.
We denote the result of Online obtained by C when using inputs param, state, and
x and running on S by Onlinec s(param, state, x). Such a scheme needs to fulfill
several important properties such as:

Correctness: For any param produced by algorithm Setup, any state produced
by Preproc(param), any x € &, and any y = Onlinec s(param, state,x), wWe
have y = g(x). Similar to SLALOM, to prevent a malicious server from using a
different function ¢’ # g, we could make use of zero-knowledge proofs.

Privacy: For any param produced by algorithm Setup, any state produced by
Preproc(param), any x € X, any x' € X, and any probabilistic polynomial-time
algorithm running on S, the views of S in Onlinec s(param, state, x) and in
Onlinecs(param, state,x’) are computationally indistinguishable.

t-Integrity: For any param produced by algorithm Setup, any state produced by
Preproc(param), any x € X', and any probabilistic polynomial-time algorithm
running on S, the probability that Onlinec s(param, state,x’) does lead to a
value ¢y € Y with ¢/ # g(x) is at most ¢.

For clarity and ease of understanding, we provide a summary of the key variables
and notations used throughout this chapter.
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S The server from our attack scenario. It is controlled by an honest-
but-curios party and contains a TEE as well as an FPU.

C The client from our attack scenario.

xe X Unchanged client input from the possible input range X'. For the
Neural Network NN in our scenario, this is a vector.

x; Input for layer i. x corresponds to .

Yi Output of layer . y; € Y for a network of n layers corresponds to
the output the client receives.

T, A masked (possibly intermediate) input = or output .

S Set of elements s; from finite field € F}' that can be added up in
the Subset sum problem. See Subsection 3.1.1 for details.

Smlj] Set of possible masks for layer j. The masks are random values
m;. One S, is required for each linear layer of the network.

Sulj] Set of possible unmasking values for layer j. The u; are calculated
on the FPU by inferring a layer on m,. One S, is required for each
Sm, thus for each linear layer.

w Weight matrix of a linear layer in NN.

k[j] € 0,1 Key to create the OTP for layer [j] by adding up the m; € S,,[j]
where k; = 1.

o[j] € NLin Non-linear layer following the linear layer j in the neural net.

3.2 The Baseline: SLALOM in Detail

SLALOM is a hybrid scheme for outsourced machine learning inference that elegantly
combines homomorphic encryption using one-time pads for the linear layers and
a TEE for the non-linear layers. It guarantees the integrity of the inference and
has an optional privacy feature for input and output privacy. We only consider the
privacy scenario. SLALOM works in the setting described in Figure 3.1. The general
approach of SLALOM is illustrated in Figure 3.2 and can be summed up as follows:
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end for
return yy

Figure 3.2: The SLALOM algorithm by Tramér and Boneh [213]. Note that the marked calcu-
lations are essentially the same. Additionally, the FPU is idle during the preprocessing
phase.

The TEE is used to perform the entire preprocessing phase, generating the random
masks and calculating the corresponding unmasking values. The masks are random
values, the unmasking values are the output of the individual network layers after
inferring the network on the masks. Both masking and unmasking values need
to be created for each layer individually, and, of course, a large pool of masks is
required. The FPU is idle during the preprocessing phase. In the online phase, the
client C sends their secret input x to the server S, where it is received and masked
by the TEE. The masked values are then passed to the FPU, which calculates the
linear layer. The masked result is passed back to the TEE, where the corresponding
unmasking value is used to obtain the result of the linear layer. The algorithm
ASSERTFREIVALDS is called to verify the FPU calculation. The following non-linear
layer is then applied to this result, generating the input for the next linear layer. The
new input is then masked, sent to the FPU and so on.
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In a more formal way, the two phases work as follows:

Preprocessing Phase: For each layer NN; of NN, the TEE generates a masking
value m; € X; uniformly drawn from X; and computes the unmasking value
u; = Lin; - m;. The preprocessing phase is performed by the TEE, as it
generates the masking values, which need to be hidden from the server
owner and model owner.

Online Phase: To evaluate layer NN; on secret input x;, the TEE computes x; =
x; + m; and sends x; to the server. The FPU then computes ; = Lin;(x;)
and sends y; to the TEE. The TEE now computes y = 3; — u; and sends
x;+1 = NLin;(y;).

Using this approach, one can show the input privacy of SLALOM by making use of
the observation that the masking provides information-theoretic security.

Theorem 1 (Theorem 3.2 in [213]). Assume that all random values are gener-
ated using a secure PRNG with security parameter \. Then, SLALOM is a secure
outsourcing scheme guaranteeing correctness and privacy.

The approach taken by SLALOM works well if the offline phase is not included
in the total runtime of the framework, and indeed SLALOM is considered one of
the milestones in private inference and many future approaches rely on trusted
hardware to build fast and secure solutions [85, 153, 170, 189, 223]. The SLALOM
framework does, however, have some considerable weaknesses:

Total Runtime: In the SLALOM setting, the entire network is evaluated on the
masks in the TEE during the preprocessing phase. As the masks have the
same size as the input, the preprocessing phase plus the online phase take
more time than just inferring the entire network on the TEE to begin with.

Implementation issues: Performing the preprocessing phase on TEEs may lead
to memory issues as enclave size needs to be appointed before the enclave
is created and swapping out the memory massively lowers the performance.
In addition, it must already be known in the offline phase how many inputs
need to be processed in the online phase for the masks precomputations.

Idle FPU: During the preprocessing phase, only the slow TEE works, while the
much more powerful FPU is idle. As the server owner bears the cost of
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generating the unmasking values in the TEE during the preprocessing phase,
she has an inherent interest in an efficient use of resources.

Running out of Randomness: SLALOM is only suitable for restricted situations
with sufficient time between the online phases that can be used to prepare
sufficient preprocessing material. If the time between two online phases is
too short, SLALOM will run out of randomness, leading to a large performance
penalty.

It is unclear whether the authors were aware of these complications, as they did
not implement the offline phase in the TEE in their PoC, and rather chose to do it
insecurely on the FPU'. We would like to stress that none of these issues affects
the correctness or security of SLALOM.

3.3 The CARNIVAL Primitive: Building OTPs from
Public Randomness

In this section we formally define the cryptographic primitive behind CARNIVAL. In
general, the goal is to let an untrusted entity evaluate the function g(z) := g.(x) on
a private input = and public (for both parties) parameters «. While we will discuss
this task in a more general setting, it is instructive to first consider g(x) as one layer
of a neural network, i.e., g(z) = NLin(Lin(z)).

We will present two different approaches to select appropriate parameters. In the
first approach, we show how to obtain a provable secure version of our primitive,
based on the hardness of the Subset sum problem and the state-of-the-art attacks
against it. However, choosing smaller parameters does not imply that our scheme
is insecure. In the second approach, we thus present a scheme with much smaller
parameters and present a simple experimental evaluation to better understand the
security of these parameters.

11t is apparent that the authors knew about the insecure nature of their implementation from the
code and reflected in the comment "This is obviously insecure, but we currently compute the
unblinding factors outside of the enclave for simplicity” [212].
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3.3.1 Masking Inputs

In order to keep = private, we first compute the value h(x, k) that masks the value
x via some secret key k. The untrusted party is then given h(z, k), computes
g(h(x, k)), and then returns this result to us. Finally, to obtain the desired result
g(x), we now need to retrieve it from g(h(zx,k)).

We only consider masking functions h(z, k) that use an additive masking, i. e.
h(z, k) = = + f(k) for some function f. Now, if g(x) is linear, we have g(h(z, k)) =
glx + f(k)) = g(x) + g(f(k)). Hence, we only need to compute g(f(k)) to obtain
g(z). In the easier model of SLALOM, where the costs for preprocessing are ignored,
we could compute g(f(k)) by ourselves in the preprocessing phase, as f(k) = k
here and the neural network described by g is public. But, by choosing f (k) more
carefully, we are able to reduce these preprocessing costs drastically.

Using Subset sum: Now, suppose that f(k) is defined via a Subset sum problem.
Recall that in Subsection 3.1.1, we defined the Subset sum problem over a finite
field F,, asaset S = {s1,...,s,} € F} of n field elements and a function

f57p(k> = fp(ka S) - Zklsl HlOdp

that maps a binary vector k to another field element. The parameters p and S
(and therefore by definition also n = |S|) are public, while & is the private key. In
order to facilitate the pseudo-randomness of the Subset sum problem, we will first
sample the set S = {s,..., s, } randomly from F,. Note that this process can also
be performed in public (as long as the random choice of S is guaranteed). Now, we
can compute the unmasking set .S, with u; = g(s;) fori = 1,...,n in public. We will
discuss how to verify this computation in Section 3.5.

In the preprocessing phase, the client can choose a new random key £ and compute
r =Y kis; mod pand u =), ku; mod p. Note that the preprocessing phase thus
only requires the addition of 2n field elements, but not computation of g.

In the online phase, the client only needs to calculate x+r and is given g(x)+g(f(k)),
from which it subtracts «. Applying linearity of g again, we see that for f = fg,, we
have

g(f(k) = g(fsp(k)) =g (Z k;S; mod p) = Z kig(s:) mod p = u,
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as k; is only a binary scalar. Hence, during the online phase, the client is able to
compute g(x) using only two additions.

One of the main advantages of our approach is the fact that we can use the
same knapsack instance, generated during the setup phase, for a large number of
preprocessing and online phases. We only need to guarantee that the preprocessing
phase produces a fresh key. Hence, a single setup with n items can be securely
used for roughly 2"/2 preprocessing and online phases (at which point a key will
probably repeat).

3.3.2 Provable Security

In this subsection, we will show that our approach is provably secure as long as
the underlying Subset sum problem is sufficiently hard. Clearly, there are two
parameters that influence the security of the Subset sum problem and thus of our
approach. The first parameter is the size of the individual field elements. In our
scenario, this size is fixed by the size of the elements of the neural network. Hence,
we will focus our attention on the second parameter, the number n of different items
S; in the Subset sum instance. For performance reasons, it is desirable to keep n
as small as possible without compromising the security of the system.

We will denote the security parameter by A and abbreviate the term probabilistic
polynomial time by PPT. A sequence {p,}. is negligible if, for all ¢ € R., there
is Ao = Ao(c) such that p, < 1/X°forall A > A, i.e., it is smaller than the inverse
of every polynomial. We call a function ensemble {f,}, with f\: D, — R, to be
one-way, if f,(x) is computable in polynomial time and

Pr [[\(A(fa(z))) = fa(z)]

I(—DA

is negligible for all PPT attackers .A. Hence, an attacker that is given the value f,(z)
should not be able to construct a value z' (not necessarily identical to x) such that
H(z") = fa(z). Finally, we call such a function ensemble {f\}\ a pseudo-random
generator, if f,(z) is computable in polynomial time, |R,| > |D,|, and if

|Procp,[A(fa(z)) = 1] = Pryc g, [Ay) = 1]|

is negligible for all PPT attackers A: An attacker that is either given a completely



3.3 The CARNIVAL Primitive: Building OTPs from Public Randomness 47

random element from R, or f,(z) for a completely random element from the smaller
set D, should not be able to distinguish between these scenarios.

From a purely asymptotic point of view, there is a very close relation between
the one-wayness of the knapsack function and its pseudo-randomness, already
established by Impagliazzo and Naor [94].

Theorem 2 (Theorem 2.2 in [94]). If the Subset sum function ensemble { f,}, with
for By x{0,1}" — F' withlog(p) > (1 + €)n for some e > 0 is one-way, then it is
also a pseudo-random generator?.

Theorem 2 is already sufficient to prove the security of CARNIVAL, following the
security definitions of Tramer and Boneh.

Theorem 3. Let CARNIVAL be the above protocol to compute a linear function g.
Assume that all random values are generated using a secure PRNG with security
parameter A and that the knapsack function f = f, s is a one-way function cho-
sen with security parameter \. Then, CARNIVAL is a secure outsourcing scheme
guaranteeing correctness and privacy.

Proof. The correctness follows easily from our discussion above. Theorem 2 implies
that the one-wayness of f also guarantees pseudo-randomness. Then, the pseudo-
randomness of f means that we can replace f(k) by a completely random value
r. The runs of Onlinec s«(param, state,x + r) and Onlinec s« (param, state, X + r)
are identical, so privacy is guaranteed. O

Example: Outsourced Matrix Multiplication We illustrate the primitive with the
following scenario: A client wants to multiply a private vector x with a matrix W.
Since this is computationally expensive, the client would like to outsource the matrix
multiplication to a server. The input vector should of course remain private. In this
scenario, g(z) = = - W. Since g(x +m) = g(x) + g(m) it is possible to let the server
generate many random masking vectors m; and calculate the corresponding g(m;).
The masks m; are then used as S to generate the OTP r and the unmasking value
u for the OTP is calculated accordingly.

2As [94] does not consider one-way functions with public parameters, the function should also
output S, but we ignore this here for the sake of readability.
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TEE FPU

for j € [1,n| do

Smlj] + F=I
k< [0,1]" Sy Su end for

r= ZSm[j]k: mod p
J

u = Z Sgmyljlk  mod p

J

Figure 3.3: lllustration of the setup phase and one corresponding preprocessing phase
in CARNIVAL: Note that the FPU is generating most of the randomness and the com-
munication is unilateral. Furthermore, a single setup phase can correspond to many
preprocessing phases. One preprocessing phase is required for each of the b expected
batches, but they can all be computed ahead of the online phase.

Figure 3.3 shows the entire preprocessing phase including outsourced generation
of a set §,, of masking and a corresponding set S, of unmasking values by the
server and the required processing step by the client to obtain the secret OTP for
masking and unmasking. Note that the client only has to perform additions. After
the preprocessing, the client would add an OTP to the input value = and send the
masked input to the server. Once the client receives the masked result, it subtracts
the corresponding unmasking value to obtain the result.

Choice of Parameters While the above result already implies the security of our
construction, it only provides an asymptotic bound that might not be meaningful
for smaller, practically relevant parameters. Furthermore, the reduction from one-
wayness to pseudo-randomness relies on the Goldreich-Levin theorem [72], which
has a large run time and is thus probably not tight.

In the following, we thus discuss the choice of practically relevant security pa-
rameters that take the best known attacks into consideration. To the best of our
knowledge, the current state-of-the-art attack against the Subset sum problem was
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developed by Bonnetain et al. and runs in time O(2°2%3") for field size p ~ 2" [20].
Hence, in order to obtain 128-bit security, by using Theorem 2, we need n > 453.
Using this parameter, we obtain a cryptographically secure protocol.

Result: We obtain a cryptographically secure protocol by using n > 453
knapsack elements.

We stress here that using smaller parameters of n only show that the attack of
Bonnetain et al. [20] is able to break the one-wayness of the Subset sum problem.
However, the distribution generated by the Subset sum instance is still very close
to uniform. Consider, e.g., the field elements S = {s,...,s,_ 1} with s; = 2* and
p ~ 2". For a random key choice k, the value fs,(k) is clearly uniformly distributed,
although the underlying Subset sum problem is trivial (as the solution can be directly
deduced from the single bits of fg,(k)).

3.3.3 Experimental Security

We distinguish between two types of security: The cryptographic security is provided
by a key length generally believed to be secure against a probabilistic polynomial
time attacker. For the Subset sum problem, (1/0.283)n elements in the set S directly
translate to n bits of security. Our above discussion already guarantees security in
this case for sufficiently large parameters n and p.

However, as discussed above, smaller parameter sets do not directly imply insecurity
of our approach. We thus also consider another type of security, called statistical
security. The statistically secure key length is the key length where the distribution
of the possible sums is statistically indistinguishable from a uniform distribution. An
example can be seen in Figure 3.4. In order to understand the parameter landscape
for smaller, practically relevant parameters (such as p = 2'2%), we performed some
preliminary experiments to answer the following question:

How low can n be so that f(s,) (k) is indistinguishable from the uniform
distribution within an acceptable error margin?

We conducted experiments to determine possible boundaries for n: For increasing
values of [, we ran tests on 100 randomly generated sets S with n € [2[ —4, .., 2]+ 7].
For each set, we calculated all possible sums and checked total variation distance,
also referred to as statistical distance, to the uniform distribution. We decided that
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Figure 3.4: The minimal, suitable and maximal number of elements in a set .S containing
elements of size [ to ensure a distribution of sums that is statistically indistinguishable
from a uniform distribution: The minimum value denotes the lowest set size that produced
a uniform distribution, the suitable value the set size that was indistinguishable within
95% probability, and the maximum value the set size that always generated uniformly
distributed sums.

an n was suitable if the chance of obtaining a distribution indistinguishable from the
uniform distribution was at least 95%. The results are displayed in Figure 3.4. We
stress here, that these experiments should not be treated as a replacement for a
sound security analysis, as we only consider relatively small parameters and do not
have the necessary amount of samples to truly derive statistical guarantees. These
experiments thus only indicate that smaller parameter sizes might be possible for
our application.

Looking at the results for lower values of [ up to | = 12, the results seem to grow
linearly and indicate an optimal value of n can be found for n ~ f(I) = 20 + 1
for higher values. With the results above, it could now be shown experimentally
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Figure 3.5: Test results for the selection of the possible set value range. The y-axis shows
the percentage of restricted sets closer to a uniform distribution than the full sets. Results
above the black lines display better results for the restricted range s; € {2/=1,p — 1}.

that the key length can be dramatically smaller than the key length required for
cryptographic security: To obtain a distribution indistinguishable from a uniform
distribution with a certainty of 95%, it is shown experimentally, that the key length
needed for this is only |k| = n = 17 for [ = 8. In the case of the cryptographic key
length, the value for [ = 8 would be n = 30. Finally, our experiments have shown
that the security of the system for [ = 8 would no longer increase significantly at
n = 17 if the key length were increased, for example to n = 30.

Parameters We chose p = 2 for the ring size following [94] as it is a value that
is simple to obtain (as opposed to primes) and allows the use of bitshifts in the
calculation. Additionally, we checked whether restricting the possible elements in s;
to s; € [z,p — 1] with 0 < = < p instead of using s; € [0, p — 1] leads to a significant
change in the sums that can be obtained from the set S.

We ran experiments for x = (p — 1)/2. By calculating all possible sums for 600
random sets, we could determine the average statistical distance between the
regular range with s; € [0,p — 1] and the restricted range with s; € [2/-1,p — 1] for
each combination of [ and n. The results are displayed in Figure 3.5.

The graph displays the percentage of test cases for each combination of [ and
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n where the restriction of the set elements to s; € [2/1, p — 1] had better results
than using set elements from s; € [0,p — 1]. Every result above 50% means that
the restricted set was closer to a uniform distribution than the full set. Since the
restricted range resulted in a significant improvement, the range was limited to
s; € 271 p —1].

3.4 SLALOM at the Carnival: Integration in SLALOM
Framework

We consider an inference-as-a-service scenario where clients send inputs and get
the corresponding results. The input x and the result NN(x) are supposed to stay
private while the machine learning model NN consisting of the network architecture,
the weights 1 and the activation functions o are known to the FPU. In this scenario,
the client has to cover the cost of the precomputation phase. Thus, an expensive
offline phase will directly result in cost for the client.

As shown in Figure 3.6, in the original SLALOM the TEE masks the input values
with random numbers, sends the blinded values to the FPU and unblinds the result
of every layer with pre-calculated unmasking values: for each weight matrix W;, a
random vector m; is sampled and u; = m;W; is calculated in the TEE. The overall
effort for the offline- and online-phase is thus higher than just inferring the entire
model in the TEE. While splitting the computational performance analysis into an
offline- and an online phase seems to be common practice in machine learning
settings, a costly offline phase is still a relevant factor in many settings.

A second problem with the SLALOM approach is that the number of unblinding
factors computed in the offline phase is limited, which directly implies that the
system can run out of unblinding factors in the online phase. The laaS provider
would then have to shut down the system and launch a new offline phase, which is
costly in both time and money.

CARNIVAL can be used to overcome both of these challenges: It uses the FPU
to generate many potential masks and the corresponding unmasking values. We
thus incorporate CARNIVAL into the SLALOM framework, which generates a new
framework: SLALOM at the CARNIVAL, or S@C. With appropriate scaling and buffer-
ing, the setup phase on the FPU can be parallelized for several layers, increasing
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Slalom S@C
TEE FPU
for j € [1,n] do
Smlj] + FJ
Q . .
$ end for
TEE FPU TEE FPU
for ¢ € [1,d} do Simzsu
2 m; + F" for i € [1,d] do
§ end for = Z Smlilk mod p
Q- j
o
DL. u_zsg(m)[ﬂk mod p
J
end for
TEE FPU
for i € [1,d] do
oy . - . .
8 X; = X; + my; Xi i = X W;
o Yi = Ui — u; Ui
_GEJ assertFreivalds(y;, x;, W;)
S Xit1 = 0i(Ys)
end for
return y,

Figure 3.6: SLALOM pseudocode for both variants for a network with d layers. While the
preprocessing phase of our variant is longer, it significantly reduces the computational
load of the TEE by outsourcing more work to the FPU. The online phase is the same
in both protocols except the assertFreivalds step is optional in S@C if integrity is not a
security goal.

the performance further. With the public set S,, of possible masks, the TEE can
then pick a random key k to add up some of the masks and generate a secret one.
The corresponding public unmasking values in set S, need to be summed up as
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well. As shown in the previous sections, a polynomial time attacker has no efficient
way of telling which of the provided masks were used to build the final mask, and
thus cannot determine the private user input due to the pseudo-randomness of the
Subset sum problem. The particular property of the CARNIVAL scheme leveraged
here is the fact that linear transformations on the elements of set S lead to linearly
transformed OTPs, allowing a lot of formerly secret computations to be moved to
the FPU.

The masks used in SLALOM are 32-bit integers. In line with the experimental results
from Subsection 3.3.3, we would require n = 2/ + 1 = 65 elements to achieve
statistical security.

Result: We achieve statistical security with n > 2/ + 1 elements, which corre-
sponds to 65 elements in the concrete case of the SLALOM framework.

3.4.1 Performance Analysis and Comparison

The complexity of a conventional 2D convolution is quadratic with three hyperpa-
rameters: number of channels C, kernel size K, and spatial dimensions of the input
H and W, and its computational complexity is O(C2K?HW ). An addition of a matrix
of the same dimensions can be performed in O(CKHW ). In S@C, the TEE needs
to generate one random n bit binary number and then perform a maximum of n
additions followed by modular reductions. The expensive operations of convolutions
and the generation of large amounts of random numbers are shifted to the FPU, and
the workload of the much slower TEE is reduced by orders of magnitude. Assuming
that the FPU is f times faster than the TEE, a performance gain is achieved if
n < f. Since n is 453 in the cryptographically secure scenario, S@C is faster than
SLALOM if f > 453 or, for the statistically secure scenario, if f > 20 + 1.

As mentioned in the introduction, there is no implementation of SLALOM available for
comparison. To nevertheless provide a performance comparison, we implemented
a benchmark consisting of a full matrix multiplication. We chose the benchmark
since ML networks usually contain convolutions or matrix multiplications in their
linear layers, matrix multiplications being the faster of the two operations. We thus
compare to the harder case. As we are looking for a lower bond, we use the
proveable secure variant. We ran the benchmark on a GPU (Nvidia H100) and
within Intel SGX (2x Intel Xeon Gold 6438Y+).



3.4 SLALOM at the Carnival: Integration in SLALOM Framework 55

10°

o
i . ]
10° £ E
@ | . ;
é 102 E
0] = E
£ I ]
€ 10 p £
=] F E
o B B
10° £ E
101 | «Enclave SGX 2.0 (Eigen) — 128 Threads | -
GPU (cuBLAS) — Nvidia H100
10—2 | | | | |
0 512 1,024 2,048 4,096 8,192
Matrix Size

Figure 3.7: Runtime comparison for a matrix multiplication within the enclave and on the
GPU. The C++ library EIGEN was used within the enclave and the cuBLAS library on
the GPU

The runtime results are depicted in Figure 3.7. As expected, the enclave is the
slowest option regardless of matrix size, while the GPU is the fastest. We can
see that the speedup when using the GPU as opposed to the TEE is three orders
of magnitude regardless of the matrix size and ranges between f = 1000 and
f =5000. That means that we always have a speedup of over 1000, meaning that
f > 1000. In the provable secure scenario, CARNIVAL’s preprocessing phase will
thus be between 2.2 and 11 times faster than SLALOM’s.

Result: Compared to SLALOM, CARNIVAL achieves a speedup of 2.2 up to
11 in the provable secure variant. In the experimentally secure variant, the
speedup is between 15.4 and 76.9.

We can thus provide both statistical and cryptographic security while simultaneously
gaining at least an order of magnitude in performance.
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3.5 Integrity Add-on

While we have a TEE that we trust, the FPU is an untrusted component. It is thus
possible that it cheats at any point of the framework. The client can ascertain the
FPU’s honesty at three points:

1. During the setup phase, when the random set elements S; = m, are gener-
ated.

2. During the preprocessing phase, when the unmasking values u; are calcu-
lated.

3. During the online phase, when the results of the linear layers are returned to
the TEE.

SLALOM uses an error term of t = 2¥ and achieves t-integrity by & repetitions of
Freivalds’ algorithm per layer, as shown in the following theorem.

Theorem 4 (Theorem 3.2 in [213]). Assume that all random values are generated
using a secure PRNG with security parameter \. Then SLALOM provides t-integrity
fort = 2% if Freivalds’ algorithm is repeated k times per layer.

As we will see, the same holds for CARNIVAL.

3.5.1 Detect FPU Cheating During Set Generation

The TEE can detect a dishonest FPU in this case if a PRNG with leap ahead
property is used. The leap ahead property allows the TEE to request specific
values from the PRNG, for example the first, fifteenth and eighty-third random
value [234]. The TEE can use the PRNG to generate k& random values from S
itself and compare them to the ones sent by the FPU. The leap ahaead property
ensures that the TEE does not have to generate all intermediate random values,
which would void the performance gain. The hardest case to detect would be the
FPU cheating on exactly one generated value. Since n values are generated, the
probability of not detecting the one the FPU cheated on when randomly reproducing
k valuesis ~ 1 — % The detection probability obviously increases drastically if the
FPU cheats more than once.
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3.5.2 Detect FPU Sending Dishonest Unmasking Values

Assuming that the FPU generated the masking values fairly, we can apply Freivalds’
algorithm to ensure it also calculated and sent honest unmasking values [64].
The Freivalds’ test is a probabilistic test with one-sided error that checks whether
two j x j matrices were multiplied correctly without comparing all the elements
individually. To verify the unmasking values, the following steps are taken. n set
elements from the masking set are aggregated into an n x n matrix M and the
corresponding n unmasking vectors into an n x n matrix U. To check whether the
multiplication were performed correctly, we sample a random binary vector ¢ of
length »n and calculate
W (t"M)-t"U =0.

If we repeat this k times, the error term is bound by e < (53) since we use binary
vectors. To achieve the desired error term of 274°, we need k > 20.

3.5.3 Detect FPU Cheating During Inference

Ascertaining whether the FPU sent an honest inference result is similar to detecting
whether it cheated in creating the unmasking values. Here we build batches from
the masked input values instead of the set elements, and compare them with the
inference results. We calculate

W (t"(M+ax)t) —t"(g—U) =0.

We sample a random binary vector ¢ of length n, so to achieve an error term e < 2740
similar to SLALOM, we also require at least 20 repetitions.

As opposed to SLALOM, we only use random numbers from {0, 1}". We can thus
perform Freivalds’ check without relaxing our assumptions about the TEE: Since
we use a binary vector to detect the error, we can still calculate everything using
only additions and modular reductions, at the cost of having to perform about 10
times more tests.

Equipped with this integrity test, we can conclude our main theorem.

Theorem 5. Let CARNIVAL be the above protocol to compute NN with the integrity
test. Assume that all random values are generated using a secure PRNG with
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security parameter \ and that the knapsack function f = f, s is a one-way function
chosen with security parameter \. Then, CARNIVAL is a secure outsourcing scheme
for NN guaranteeing correctness, privacy, and t-integrity fort = 2* if Freivalds’
algorithm is repeated k times per layer.

3.5.4 Another Way Forward: DASH

While working with SLALOM, we conducted a thorough analysis of existing out-
sourced computation schemes and the various techniques and hardware in them.
In an alternative direction to CARNIVAL, Jonas Sander, Sebastian Berndt, Thomas
Eisenbarth and | developed DASH. DASH stays within the same attacker and hard-
ware model of a TEE and a GPU on an untrusted server. Unlike CARNIVAL, DASH
does not rely on masking, but on the MPC technique of Garbled Circuits (GCs).
Binary garbled circuits proved to massively inflate communication between the
protocol parties.

In 2016, Ball et al. generalized the concept of GCs to arithmetic GCs [13]. These
work with arithmetic operations such as addition, subtraction and multiplication and
are both more efficient and easier to handle than binary GCs. In 2019, they reformed
them to accommodate ANN-specific arithmetic [12], setting a new milestone in GCs
for machine learning. DASH builds on the cryptographic building blocks of these
works. We extend them with efficient power-of-two scaling in the Chinese remainder
theorem representation. Just as SLALOM and CARNIVAL, DASH uses an offline-
online approach and leverages the GPU. DASH is the first framework using GPU
acceleration for arithmetic frameworks and outperforms previous state-of-the-art for
outsourced inference using GCs.

The workflow of DASH is illustrated in Figure 3.8. For every inference, DASH performs
the following steps:

1. The model owner sends the model NN to the garbling device.

2. The garbling device creates the GC gNN from the model, along with the
encoding information e and decoding information d.

3. The TEE sends the GC gNN to the inference device, in this case the FPU.
The offline phase is over now.

4. The input owner sends the input data x € X’ to the garbling device.
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Figure 3.8: The workflow of DASH: Mallory host a server S. Bob owns a trained model
NN and sends it to the server to offer inference as a service. Alice is an honest tenant
and sends input x to receive output y. Both Eve, an attacking tenant, and Mallory try to
extract information about x and y. As the CPU and LLC are not relevant for our scenario,
they are omitted from the setup.

The garbling device then creates the garbled input gx from x and e.
It sends gx to the inference device.

The inference device evaluates gNN to obtain the garbled output gy.
The garbled output gy is sent back to the garbling device.

The garbling device creates the output y from gy and d.

© © © N o O

The output y is sent to the output owner, which is equal to the input owner in
our case.

Of course the garbling device, in our case the TEE, attests against input owner,
output owner and model owner as they enter the process.

The similarities and differences of CARNIVAL and DASH are collected in Table 3.1.
Both SLALOM and CARNIVAL accelerate the encrypted linear layers on the GPU,
but rely on a co-located TEE for the non-linear layers. As the entire input for each
layer needs to be sent to the other component respectively, the co-location of TEE
and GPU is mandatory if a communication bottleneck should be avoided. DASH
can also use a TEE, but only needs to communicate the model in- and outputs
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Table 3.1: Comparison of the properties of CARNIVAL and DASH, two frameworks building
on SLALOM.

Property CARNIVAL DASH

Security goal Input privacy Input and Model Privacy

Performance focus Preprocessing phase Online phase

Linear layers Masked on FPU GCs on FPU
Non-linear layers  TEE GCs on FPU
Requires TEE Yes No, but profits from it

with the inference device, resulting in a non-interactive online phase. The entire
NN can be garbled securely in the offline phase. DASH thus manages to combine
the advantages of GCs, namely low communication complexity, with the massive
parallelism of a GPU. In addition, our solution has a constant memory requirement
independent of the number of input providers.

While CARNIVAL aimed at optimizing this offline phase, DASH purely strives to
implement an efficient online phase using GCs. Unfortunately, the two approaches
cannot be combined easily, as mixing GC and masking techniques leads to massive
overhead in the conversion between the linear and non-linear layers [14, 15, 37,
140, 152, 159, 160, 174, 185]. Speeding up the offline phase of DASH may be a
good direction for future work.

3.6 Related Work

Securing outsourced ML inference is a very active research area and many high-
quality SoK papers have been published recently [38, 107, 154, 215]. We focus
on direct follow-up works of SLALOM and efforts to improve preprocessing. For a
wider overview on this drastically growing field, we refer to the papers mentioned
in Section 2.2 and to surveys such as [59, 141, 183, 209]. Many outsourced ML
approaches divide their calculations into an offline preprocessing phase and an
online phase. However, the preprocessing phase is often not included in the per-
formance analysis [189, 226] or optimization efforts: Authors argue that it can be
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performed offline ahead of time and thus does not impact the total time required for
the inference. An exception are the works MUSE, DELPHI, GAZELLE and SIMC [36,
110, 129, 152], which all use additive HE for the linear layers and binary GCs for
the non-linear layers. The bottleneck of this architecture is the conversion between
the two, which requires extensive amounts of communication and calculation. The
earliest work is GAZELLE, which has roughly 60% of its runtime and 80% of its
communication in the offline phase. With DELPHI, Mishra et al. showed that they
can push 99% of their computational load to the input independent preprocessing
phase and also reduce the overall cost of a (deep) network by approximating the
activation functions instead of using ReLUs. Their goal is input privacy. MUSE builds
on DELPHI, but focuses on the security goal of model privacy, leading to worse
runtimes in both preprocessing and online phase. The HE and authenticated Beaver
triples used in the non-linear layers of MUSE replaced by oblivious transfer and
OTP encryptions in SIMC, leading to a significant performance and communication
gain in the preprocessing phase while maintaining the same values in the online
phase.

It is worth mentioning that speeding up the preprocessing of outsourced computa-
tion is a field of research independent of machine learning, and efforts to enhance
the performance and communication of preprocessing steps are, of course, present
in SMPC tasks. Scholl et al. provide a good overview on this topic [191]. To the best
of our knowledge, there has been no prior attempt to speedup the preprocessing
phase of SLALOM.

SLALOM uses a combination of TEE and masking to process confidential values on
an insecure GPU. It only supports inference, as the whole preprocessing phase
relies on fixed model parameters, which are not given during training. With DARK-
NIGHT, [85] directly follow up on this issue of SLALOM and add another wrapper to
enable learning as well. They do, however, leave the existing framework as it is and
do not alter the preprocessing phase [85]. We thus expect that our performance im-
provements could also be used by DARKNIGHT. Incorporating S@ C would improve
the overall performance of DARKNIGHT.

As mentioned in Section 2.2, SMPC is an alternative approach to the cryptographic
approach CARNIVAL uses. Mohassel and Zhang [160] developed SecureML in
2017, where two untrusted servers train a model using 2-party MPC techniques.
Just as the HE approaches, they approximate the activation functions sigmoid and
softmax to reduce complexity, but they also use GCs to further speed up these
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functions. ABY? [159] is a variant of SecureML for three servers. The scheme
Minionn combines secret sharing with GCs in a one server setting, again with
approximated activation functions. ABY?, Minionn and Deepsecure [188], which
uses binary circuits for garbling and oblivious transfer for non-linear layers, work
on networks with few layers, but suffer from the huge overhead each activation
layer adds. In the end, they can all only work with networks with 3 layers or less.
Gazelle improved on this boundary by using HE in the linear layers and GCs in
the activation layers [110] while optimizing packaging and encryption between the
layers. The techniques from this scheme were adapted to the GPU by the Delphi
scheme [152]. The HE computations are moved to an offline phase again, which
is also included in the performance analysis. The offline phase uses up the vast
majority of the runtime.

DAsH also falls into the category of SMPC schemes using GCs. Just as Piranha in
2022, DASH adds usability as a distinguishing feature as well as performance [189,
226]. Dash allows both model owners and clients a low-threshold entry to effi-
cient garbled circuits by enabling model loading from standard files, without deep
knowledge of GCs. The Piranha platform follows a similar approach and enables
developers of secret-sharing-based MPC schemes to leverage a GPU without
knowledge of GPU programming. In both cases models do not need to be re-
trained.

3.7 Considerations and Potential Attacks

We tried to build on the code provided by Tramer and Boneh, but found strong
obstacles very soon: The provided implementation does not actually implement
the offline phase described in the paper, and implementing the offline phase as
described leads to segmentation faults due to limited enclave memory. While
newer enclaves provide more memory, we would have to re-implement the entire
SLALOM framework on current libraries, programming languages and hardware.
We thus do not provide an implementation of S@C, just the benchmarks provided
in Subsection 3.4.1. Implementing a maintainable version of SLALOM and S@C,
maybe even for practical use, is worth considering.

CARNIVAL does not tackle an entirely new problem. It improves the offline phase of
a previously introduced algorithm. It does not help with the large open problem of
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privacy preserving learning. While it is possible to apply the CARNIVAL primitive to
other scenarios, we only used it to design the S@C framework.

Just like SLALOM, S@C requires communication between the TEE and the FPU
between each linear/non-linear layer. As a result, the TEE and the FPU have to
be co-located to avoid a communication bottleneck. While it is possible to use the
CARNIVAL primitive without a TEE, e.g. on a machine under the control of the client,
it cannot be applied to machine learning inference without a co-located TEE.

We discuss the security of CARNIVAL in Subsection 3.3.2 and Subsection 3.3.3.
It is however worth mentioning that we base our security strongly on the TEE
assumption. If the TEE is insecure, the security of SLALOM and CARNIVAL is void.
One potential attack class that is often mentioned in the context of TEEs are
side channel attacks. As these are implementation attacks, we stand by the TEE
assumption: The fact that there are leaky implementations of algorithms that run
within a TEE does not mean that TEEs are insecure. As we did not completely
implement CARNIVAL, we also did not test it for side channel resistance. As the
framework only contains secret additions and modular reductions, it is save to state
that it is possible to implement the protocol without side channel leakage.

3.8 Summary and Conclusion

With CARNIVAL, we developed a way to combine public knowledge in order to obtain
secret keys. By applying the Subset sum problem over finite fields, we can combine
pre-computed masks and unmasking values to generate secret masks. We provide
values for both provably secure and experimentally secure settings.

By incorporating CARNIVAL into SLALOM, we generate a new framework S@C. It
is used to split the workload of machine learning inference safely between a TEE
and an FPU. The linear layers are evaluated on the FPU on masked values, while
the non-linear layers are evaluated within the TEE. Since we assume a co-located
TEE and FPU, the communication cost is negligible. The model does not need
to be retrained or adapted in any other way. However, as the masking requires
quantization, a small loss in accuracy is to be expected when comparing to the
native model.
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S@C provides the same security guarantees as SLALOM, but includes an efficient
preprocessing phase. We can leverage the existing resources better as we use the
FPU for a larger portion of the framework. Our benchmark experiments, matrix multi-
plication and convolution, show that S@C would speedup the preprocessing phase
of SLALOM by at least factor two in the provably secure scenario. If experimental
security is enough, the speedup would be much higher.

CARNIVAL can be used in any setting where a weak, trusted device and a powerful,
untrusted device compute a linear function. In that case, additive masking can
be applied. Several other followup works for SLALOM stay within this scenario
and could thus benefit from CARNIVAL. With their approach Origami, Narra et al.
stay very close to SLALOM, but offload the remaining layers completely and in an
unprotected manner to the FPU after a certain threshold [167]. Still, as the first half
of their algorithm is just like SLALOM, it would benefit from S@C. Wu et al. offer the
user to choose which layers will be evaluated with enhanced privacy by introducing
privacy levels. While their approach currently only offers a choice to evaluate with
the TEE or out of it, using masking on individual layers could be used as additional
privacy level [232].

In addition to CARNIVAL, we present DASH, a GC based framework in the same
setting as SLALOM. It uses LabelTensors to ensure the inherent parallelism of neural
networks can be leveraged, for example by a GPU, despite the GC approach. In
addition to an improvement over state-of-the-art outsourced inference, DASH offers
a user-friendly loading mechanism for models, which can help to make secure ML
solutions accessible to a wider audience.



Spoiler: Boosting Attacks with
Secret Address Information

With CARNIVAL we now have a scheme that helps to protect data on a shared
machine cryptographically on one side by applying masks. On the other side, it
relies on trusted execution environments. One class of attack a TEE does not
protect from are side channel attacks. In this chapter, we show how effects created
by one process on the shared resources can be measured by an attacker process
using the same resource. These effects can then be used to infer information.

In our joint work SPOILER, Saad Islam, Daniel Moghimi, Berk Gulmezoglu and Berk
Sunar discovered timing differences during memory address resolution. Similarities
between physical addresses could thus be spotted despite memory virtualization,
allowing us to improve several existing attacks. Moritz Krebbel, Thomas Eisenbarth
and | used the newly found leakage to improve eviction set construction. We showed
that it can even be used from the browser, despite JavaScript adding an extra layer of
virtual address abstraction. JavaScript can be used in drive-by attacks: No software
installation, native code execution or special user privileges are required.

Parts of Section 4.3 are taken directly from the publication. We went through a
responsible disclosure process and received a CVE'. | developed the algorithm for
eviction set construction, wrote the corresponding part of the USENIX publication
that introduced SPOILER [105], and took part in writing and editing the remaining

paper.

As described in Subsection 2.6.2, processes work in their own virtual address
space for various reasons. One of them is the security aspect of process isolation:
Processes should not know the physical addresses of their own data so they cannot
infer other processes’ data locations. Information about the physical address space

"https://nvd.nist.gov/vuln/detail/CVE-2019-0162
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is restricted to user processes. Consequently, behavior that leaks information about
the physical address space poses a security risk. We show that the additional
address information can be used directly to improve cache attacks as well as
Rowhammer attacks and can be used as a covert channel. Optimizing attacks is
important research as defenses can only be effective if the attacks have a realistic
range. A countermeasure developed on a sub-optimal attack may clearly not defend
against an optimized version.

4.1 The Intel Address Resolution

The processor has a Memory Order Buffer (MOB) to efficiently manage mem-
ory operations. As the processor often uses data from the cache, it needs to be
tightly connected to the MOB. According to the Intel memory ordering rule, store
operations are executed in-order, while 1oad operations can be executed out-of-
order [146]. A store will be added to the store buffer before being committed
to memory. Both this and the out-of-order execution of 1oad instruction allow the
processor to continue executing while a comparatively slow commitment of the
store is still pending.

To avoid working on stale data, a 1oad instruction triggers an address comparison
in the store buffer. The implementation of Intel’s store buffer is undocumented.
Reverse engineering efforts suggest that it holds the virtual address only, but may
include part of the physical address in the comparison [6, 7, 124]. As the physical
address is not compared before the 1oad request is answered from the store buffer,
data may be forwarded falsely. Before the 1oad can be committed, the TLB needs
to be involved for a complete address resolution, which is time consuming. The
load is thus executed speculatively and, if a conflict is detected later on, will be
rolled back and re-issued. The rollback results in a measurable timing difference.

Taking a closer look at the dependency resolution algorithm, we could only find
various suggestions in Intel patterns, but no thorough documentation. A potential
design was described by other authors before, and is in agreement with our ob-
servations [90, 124]. Dependencies are checked in three steps, which are shown
in Figure 4.1: A loosenet step, a finenet step and the complete physical address
resolution.
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Figure 4.1: The dependency check logic: loosenet initially checks the 12 least significant
bits (page offset). Depending on the implementation, the finenet checks the upper virtual
address bits (12 to 19), or the physical address tag. The final dependency using the
physical address matching might still fail due to partial physical address checks, in which
case the load is re-dispatched to give the address resolution more time. This figure
is drawn after Figure 3 of [105]. The lightning bolts show places in the dependency
resolution that suffer from false positives due to aliasing effects.

The loosenet step compares the page offset of the 1oad and the store. As the page
offset is the same in the virtual and physical address, no address translation is
required. If there is no hit, the 1load is independent from the store and can proceed.
In case of a loosenet hit, the enhanced loosenet or finenet check is next. There
are different suggestions as to how it is implemented, either to check the upper
virtual address bits [90], or the physical address tag [124]. If a finenet hit is detected,
the load is blocked and the store is forwarded. However, it is not the final stage
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of the dependency resolution. When there is no hit, the physical address will be
compared. Some publications such as [7] suggest that the store buffer only holds
bits 19 to 12 of the actual physical address. In any case, the finenet check may
return false dependencies, which indicates that the comparison does not use all
physical address bits, most likely because they are not available in the memory
order buffer despite being present in the physical address buffer.

4.2 Measuring the SPOILER Effect

The SPOILER effect was measured and then confirmed by various Hardware Per-
formance Counters (HPCs). HPCs allow developers to monitor low-level hardware
events within the CPU, providing valuable insights into program performance. By
accessing special purpose registers, developers can analyze and identify microar-
chitectural bottlenecks, while libraries like PAPI simplify the process of collecting
and interpreting HPC data on Intel processors. The HPCs used to examine the
SPOILER effect are described in Table 4.1.

Table 4.1: The hardware performance counters used to measure and categorize the
SPOILER effect. Other counters were evaluated, but did not show a relevant correlation.

Counters Correlation Description

Cycle_Activity:Stalls_Ldm_Pending 0.9819 Only counts memory accesses
whose latencies could not be
avoided by out-of-order execu-
tion [161]

Ld_Blocks_Partial:Address_Alias —0.9511  Counts false dependencies in
MOB when the partial com-
parison upon loose net check
and dependency was resolved
by the Enhanced Loose net
(finenet) mechanism. Loose
net checks can fail when loads
and stores are 4k aliased [97].

Exe_Activity:Bound_on_Stores 0 Counts cycles where the Store
Buffer was full and no loads
caused an execution stall [97].




4.2 Measuring the SPOILER Effect 69

1000 —— .
E1MB Aliasing (First-Store)
24K Aliasing
800 04K Aliasing (Stores-Only)
mNo Aliasing |
g 600
(@)
o
)
2 400 - -
I
200 - -
I J‘L nImﬂL I | A e | J H_L

0 200 400 600 800 1000 1200 1400 1600
Cycle

Figure 4.2: Histogram of the measurement for the speculative load with various store
addresses. Load will be fast, 30 cycles, without any dependency. If there exists 4K
aliasing only between the stores, the average is 100. The average is 200 when there is
4K aliasing of 1load and stores. The 1MB aliasing has a distinctive high latency. Figure
from [105].

The event Cycle_Activity:Stalls_Ldm_Pending had the highest correlation of
0.985. This event shows the number of cycles for which the execution is stalled
and no instructions are executed due to a pending load. We can conclude that
the SPOILER effect is caused by a blockage in the load pipeline. The event
Ld_Blocks_Partial:Address_Alias has an inverse correlation with the leakage.
This event counts the number of false dependencies in the MOB when the loosenet
check resolves the 4K aliasing condition: The lower 12 bits of the address matched,
but the next compared bits do not. The counter Exe_Activity:Bound_on_Stores
increases with more number of stores, but it does not have a correlation with the
leakage: Even though the store buffer is full, the timing behavior is not due to the
stores.

Figure 4.2 shows the latencies introduced by different aliasing effects in address
resolution. They are marked with red arrows in Figure 4.1.

Result: False dependencies in the store buffer generate a high latency in
executing load instructions.
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Figure 4.3: Step-wise peaks with 22 steps and a high latency can be observed on some of
the pages (Core i7-8650U processor). Figure from [105].

To determine how much address information can be gained from the speculative
load effect, the physical page numbers of addresses showing the latency are
observed in the pagemap file. Note that this file is only available to users with
elevated privileges. As shown in Figure 4.3, step-wise peaks with a very high
latency appear once in every 256 pages on average. The 20 least significant
bits of physical address for the 1oad matches with the physical addresses of the
stores where high peaks for virtual pages are observed. In our experiments, we
always detect peaks with different virtual addresses, which have the same 20
least significant bits of the physical address. This observation clearly indicates
the existence of a 1 MB aliasing effect based on the physical addresses. We thus
discovered a 1 MB aliasing effect which leaks information about 8 bits of mapping
that were unknown to the user space processes.

When matching this observation with the previously discussed performance counter
Cycle_Activity:Stalls_Ldm_Pending With a high correlation, we can conclude that
the speculative load has been stalled to resolve the dependency with conflicting
store buffer entries after the occurrence of a 1 MB aliased address. This observation
verifies that the latency is due to the pending load. When the latency is at the
highest point, Ld_Blocks_Partial:Address_Alias drops to zero, and it increments
at each down step of the peak. We can conclude that the loosenet check does
not resolve the rest of the store dependencies whenever there is a 1 MB aliased
address in the store buffer.
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Result: The latency can be observed if 20 bits of the physical address overlap,
thus leaking 8 bits of physical address information.

The address resolution and the conducted experiments are described in more detail
in [105].

4.3 Micorarchitectural Attacks from JavaScript

Microarchitectural attacks from JavaScript have a high impact as drive-by attacks
in the browser can be accomplished without any privilege or physical proximity.
In such attacks, co-location is automatically granted by the fact that the browser
loads a website with malicious embedded JavaScript code. The browsers provide
a sandbox where some instructions like c1flush and prefetch and file systems
such as procfs are inaccessible, limiting the opportunity for attack. Genkin et al.
showed that side-channel attacks inside a browser can be performed more efficiently
and with greater portability through the use of WebAssembly. WebAssembily is a
bytecode language intended to provide a portable compilation target for developers.
While it was intended to increase performance, WebAssembly poses a security risk.
It works with unmanaged memory, opening security risks long managed in native
binary code: Lehmann et al. showed that WebAssembly code is susceptible to
Buffer overflows, stack overflows, and randomly overwriting memory [128] Despite
being a sandboxed environment, it aided Spectre attacks from web browsers, and
is often used in crypto mining [143]. In 2019, Musch et al. analyzed the Alexa 1
Million web pages and found that over 50% of the pages using web assembly use it
in a malicious way [165].

WebAssembly introduces an additional abstraction layer, i.e. it emulates a 32-
bit environment that translates the internal addresses to virtual addresses of the
host process (the browser). WebAssembly only uses addresses of the emulated
environment and similar to JavaScript, it does not have direct access to the virtual
addresses. Using SPOILER from JavaScript opens the opportunity to puncture these
abstraction layers and to obtain physical address information directly. Figure 4.4
shows the address search in JavaScript using SPOILER. Compared to native
implementations, we replace the rdtscp measurement with a timer based on a
shared array buffer [84]. We cannot use any fence instruction such as 1fence, and



72 Chapter 4: Spoiler: Boosting Attacks with Secret Address Information

50

Timer Value

25 | | | |
0 50 100 150 200

Page Number

Figure 4.4: The SPOILER leakage in JavaScript. It can be used to reverse engineer physical
addresses. The markers point to addresses having the same 20 least significant bits of
physical addresses. Figure from [105].

as a result, there remains some negligible noise in the JavaScript implementation.
However, the aliased addresses can still be clearly seen, and we can use this
information to improve the state-of-the-art eviction set creation for both Rowhammer
and cache attacks.

4.3.1 Improved Eviction Set Finding

As mentioned in Subsection 2.9.1, many cache attacks require so-called eviction
sets. An eviction set is a set of memory addresses that completely covers a cache
set. Usually, the set should be minimal, meaning an eviction set for a cache with
w ways has w elements. For other uses cases such as cache fingerprinting of
websites, not only one cache set needs an eviction set, but all of them [173]. The
easiest way of creating eviction sets is by using huge pages: This CPU-feature
allows for the allocation of very large memory pages that have a starting address
that is a multiple of 2MB in both physical and virtual address space. As the allocated
memory is consecutive, the process allocating the huge pages knows the least
significant 21 bits of the addresses, which makes it trivial to find an eviction set [139].
There are, however, situations where the use of huge pages is not an option: A
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cloud vendor could disable the feature, or additional layers of abstraction such as
in portable code do not support the feature. In that case, eviction sets need to be
constructed with limited address information.

Oren et al. constructed eviction sets from JavaScript by allocating a large amount
of virtual memory [173]. The virtual memory is designated to the process by the
browser and is not continuous. As virtual addresses are page aligned on Intel
processors, the last twelve bits of the virtual address are also the last twelve bits
of the physical address. Six of these bits are used to determine the cache set
(see Section 2.9 for details). Using this information about physical addresses, the
initial algorithm suggested in [173] uses a randomized algorithm to brute-force
eviction sets from a set of pages. Genkin et al. refined this algorithm by removing
some of the randomness. They construct the eviction set in three stages: expand,
contract and collect. The expand-step is depicted in Figure 4.5: The algorithm
starts with an address pool of page-aligned addresses and picks a witness address
x as well as w addresses as the initial eviction set S. Addresses from the address
pool are subsequently added to S. After adding each address, x is loaded, then all
addresses of S, and then = again. If the loading time of = suggests a cache miss, S
is an eviction set for = and the expand step is finished. As the mapping is unknown,
many addresses that map to other cache sets than x will also be part of S.

During the contract phase depicted in Figure 4.6, addresses are removed from
S one by one. After removing each address, the algorithm verifies whether S still
evicts z. If it does, the algorithm continues to remove the next address from S. If it
does not, the address was a part of the minimal eviction set for = and is re-added
to S before continuing with the next address.

In the last phase of the algorithm, the collect phase, all known six bits of the page
aligned addresses in S are enumerated to gain 63 additional eviction sets.

We improved the process of finding eviction sets in several steps. First, we added
all addresses that got discarded from S; to .S;,; during the Contract-phase: As an
address that is not part of eviction set S; has to be part of a different set, it is a good
idea to start the next set with the discarded addresses from the previous run. The
contrast at the beginning of the expand phase for set ;. is illustrated in Figure 4.7.
It shows that the likelihood of having correct addresses in the eviction set from
the beginning of the expand phase increases. As the address pool gets smaller
and smaller, this advantage gets more prominent. We tested this approach on an
Intel Core i7-4770 with four physical cores and a shared 8MB 16-way L3 cache
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Figure 4.5: The expand phase of the eviction set finding algorithm for a 4-way cache. The
address pool consists of page-aligned addresses. (a) The witness address x is loaded
into the cache, the eviction set S contains w randomly picked addresses. (b) Random
addresses from the address pool are added until the cache set the victim x maps to is
full, creating a collision with z (c) The expand phase is finished once x got evicted.
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Figure 4.6: The contract phase of the eviction set finding algorithm for a 4-way cache. The
address pool consists of page-aligned addresses. (a) b is removed from the eviction set
S. As S still evicts x, b is not needed and re-added to the address pool. (b) As address
d is removed from the address pool, = is not evicted anymore as the former colliding
address [ can now be mapped to the empty cache line. d is thus re-added to S. (c) The
contract phase is finished once |S| is exactly w.
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with Chromium 68.0.3440.106, Firefox 62 and Firefox Developer Edition 63. The
approach yields an 80% accuracy rate to find all 8192 eviction sets when starting
with a pool of 4096 pages. The entire eviction set creation process takes an average
of 46 s with the original algorithm proposed by Genkin et al. The improved eviction
set creation process takes 35 s on average.

However, the SPOILER effect helped us to decrease the runtime for finding eviction
sets further. In the original address pool, the probability of finding an address that
maps to the same eviction set as the witness x is P(C) = 277¢%, where c is the
number of bits determining the cache set, v is the number of bits the attacker
knows, and s is the number of slices [221]. The additional information provided
by SPOILER sets v > ¢, which only leaves the few address bits used by the slice
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selection algorithm as uncertainty [104]. The address pool needs to consist of
aliased addresses. Generating such a pool takes about 1 second locally, but due
to noise in JavaScript, it takes 9 seconds for finding aliased addresses. Finding all
eviction sets then takes an additional 3 seconds. The success rate is 100% with
SPOILER as compared to 80% for the classic method. The different algorithms and
improvements are summarized in Table 4.2

Result: Using aliased address pools improves the time required to completely
cover the cache with eviction sets from 46 seconds to 12 seconds while improv-
ing the success rate to 100%.

Table 4.2: Comparison of different eviction set finding algorithms on an Intel Core i7-4770.
Classic is the method from [173], Pre-fill is the same method, but pre-fills the next
eviction set with the discarded values from the previous one, Aliased Address uses
SPOILER. taas is the time percentage used for finding aliased addresses. tggg is the
time percentage for finding eviction sets. R is the number of Rounds.

Algorithm R tota taas tess  Success
Classic [173] 3 46s - 100%  80%
Improved [68] 3 35s - 100% 80%

Aliased Addresses (ours) 10 10s 54% 46% 67%
Aliased Addresses (ours) 20 12s 75% 25% 100%

As there are 4 slices and they are the only unknown part of the eviction set mapping,
each aliased address pool contains addresses from 4 eviction sets. These can
be enumerated again to form 63 more eviction sets since we still kept the bits
6-11 fixed. To accomplish full cache coverage, the aliased address pool has to
be constructed 32 times. As SPOILER increases both speed and reliability of the
eviction set finding, it can be used to improve an end-to-end attack such as drive-by
key-extraction cache attacks by Genkin et al. [68].

4.4 Further Uses of SPOILER

In the following, we look at further uses for SPOILER: It can be used to improve
the accuracy of Rowhammer attacks or as a covert channel to convey information
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across context switches. We also tried to use the SPOILER effect to channel secrets
out of a TEE, which proved to be impossible.

4.4.1 Rowhammer

In our publication [105], SPOILER was additionally used to improve Rowhammer
style attacks. Rowhammer is an interesting example of a hardware effect from a
software access, and, in turn, software malfunction due to a hardware vulnerability.
It was first described in 2014, when Kim et al. found that they could induce faults to
memory addresses by repeatedly accessing ("hammering") a physically adjacent
address line. Fault attacks can be very powerful. It is, for example, enough to flip a
single bit in an RSA signature to obtain the private key [117]. Fault attacks can also
be used to elevate privileges, or to simply attack the integrity of the victim’s data by
changing them. The physical address information gained from SPOILER helps to
increase the probability of bank co-location, allowing us to run the first double-sided
Rowhammer attack with user privileges.

Result: The SPOILER effect can be used to find addresses co-located on a
bank, which improves Rowhammer attacks.

As the Rowhammer attack needs to access DRAM and thus bypass the cache, it
requires the possibility to remove data from the cache. In absence of a c1flush
instruction, this can be done via an eviction set. In that case SPOILER is doubly
useful: It can be used to find the continous memory for the Rowhammer attack and
to speed up the eviction set generation.

4.4.2 Covert Channel

Covert channels are used to transform information from one security context to
another [121, 136, 156]. If an attacker process runs before/after a victim process on
the same thread, parts of the microarchitectural state are visible after the context
switch. The switch may be between user processes, user space and kernel space,
or even into or out of a TEE [156, 217]. The microarchitectural state thus transports
information out of the process that changed it, making e.g. the cache a covert
channel.
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We examined whether the SPOILER effect can be used as a covert channel, i.e.
whether the store buffer is emptied upon context switches. We filled the store
buffer with arbitrary addresses, issued a context switch to a process performing a
secret-dependent memory access, and measure the execution time of the victim
process. Any correlation between the victim’s timing and the load address can
leak secrets [237]. The attack needs to be timed to ensure the victim accesses
the memory while there are aliased addresses in the store buffer, otherwise there
will not be a speculative load and thus no resolution hazard. We find that we can,
indeed, observe the victim access after the context switch.

To further quantify the covert channel, we perform an analysis of the number of
non-memory dependent operations that can be executed between the stores and
the 1oad. We use the add instruction as it typically takes about 1 cycle. We found
that about 1000 adds can be executed between the stores and load before the
SPOILER effect is lost.

We try to track a secret dependent memory access in the privileged kernel environ-
ment. The attack has three steps:

1. Fill the store buffer with addresses that have the same page offset.
2. Execute a system call.
3. Measure the execution time.

If the secret memory access aliases with the addresses in the store buffer, we will
see a delay. We use the syscall mincore, a kernel function that checks whether a
certain address is in RAM or needs to be fetched from the disk?.

As displayed in Figure 4.8, we can see a delay with 7 steps, allowing us to track
the address of the kernel memory load if our arbitrarily picked addresses alias with
the load. The blue line (No conflict) shows the timing when there is no aliasing
between the target memory load and the attackers store. Surprisingly, only by
filling the store buffer, the system call executes much slower: The normal execution
time for mincore should be around 250 cycles (cyan/No Store). This is likely due to
many addresses having to be checked for conflicts if the store buffer is full.

’https://man7.org/linux/man-pages/man2/mincore.2.html
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Figure 4.8: Execution time of mincore system call. When a kernel 1oad address has aliasing
with the attacker’s stores (red/1MB Conflict), the step-wise delay will appear. These
timings are measured with Kernel Page Table Isolation disabled. Figure from [105].

4.4.3 No Leakage from SGX

We tried to combine the CACHEZOOM attack [156] with SPOILER to infer secrets
that were accessed within an SGX enclave. We use SGX-STEP by Bulck et al.
to precisely interrupt every single instruction [30]. The same group showed that
the interrupt handler context switch time is dependent on the execution time of the
currently running instruction [217]. As a baseline, we measure a context switch on
our test platform. It takes about 12 000 cycles to execute. We then continue as in
the previous experiment, filling the store buffer with addresses matching the page
offset of a load inside the enclave and measuring whether we can see a difference
in timing depending on the loaded address. While the time required for the context
switch increases to 13500 cycles, we cannot observe any correlation between
matched addresses. We do, however, see stepwise increases in performance that
look like the SPOILER leakage without any correlation. Later, we observe a similar
pattern by running SPOILER before an ioctl routine that flushes the TLB at each
call. Intel SGX also performs an implicit TLB flush during each context switch. We
can thus infer that the downward peaks occur due to the TLB flush, especially since
the addresses for the downward peaks do not have any address correlation with
the load address. We did not investigate this behavior further and just concluded
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that the TLB flush seems to be effected by SPOILER, which makes it impossible to
infer any information from inside the enclave.

Responsible Disclosure

We informed the Intel Product Security Incident Response Team (iPSIRT) of our
findings. iPSIRT thanked us for reporting the issue and for the coordinated dis-
closure. iPSIRT then released the public advisory and CVE. The timeline for the
responsibel disclosure was as follows:

* 12/01/2018: We informed our findings to iPSIRT.
» 12/03/2018: iPSIRT acknowledged the receipt.

+ 04/09/2019: iPSIRT released public advisory (INTEL-SA-00238) and assigned
CVE-2019-0162.

4.5 Mitigation and Countermeasures

SPOILER exploits the fact that when a 1oad instruction is issued after a number of
store instructions, the addresses in the store buffer are checked for conflicts with
only partial address information. The partial address check can lead to false depen-
dencies, which cause severe timing behavior during resolution. The root cause is
the speculatively executed 1load before all the stores are finished executing.

There is no software mitigation that can completely erase this problem. The timing
behavior can be removed by inserting store fences between the loads and stores,
but this cannot be enforced in the user's code space. Intel is thus not able to
ensure that processes do not leak physical address information, but developers
could avoid the timing behavior by introducing fences. Since many developers
are not familiar with side channel attacks and since fences reduce performance,
it is unlikely that these countermeasures will be widely adopted. Executing other
instructions between the 1oads and the stores to decrease the depth of the attack
is even less effective, as the compiler may optimize these away. As always, the
performance penalty introduced by these countermeasures can severely lower
their acceptance. As for most attacks on JavaScript, removing accurate timers from
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the browser would be effective against SPOILER. Indeed, some timers have been
removed or distorted by jitters as a response to attacks [136]. Despite the efforts to
make timing attacks harder, there is a wide range of timers with varying precision
available, and removing all of them seems impractical [65, 194]. Recently, Katzman
et al. managed to store information on the cache state of a victim at a different
location in the cache, making sampling rates independent of measuring rates. They
manage to slow down their measurements so much they can gain information while
working with a timer accuracy of 0.1 microseconds.

Since at this point it does not seem realistic to mitigate the microarchitectural
leakage from a software perspective, developers can use dynamic tools to at least
detect the presence of such leakage [23, 43, 241]. For example, they can monitor
hardware performance counters in real-time. As explained in Section 4.2, we found
that particularly the two performance counters Ld_Blocks_Partial:Address_Alias
and Cycle_Activity:Stalls_Ldm_Pending show high correlations with the leakage.
Monitoring these can inform an administrator that an attack may be going on, and
take appropriate measures such as switching off the process, switching to a different
server or trying to find out which process is performing the attack.

The hardware design for the memory disambiguation may be revised to prevent
such physical address leakage, for example by avoiding speculative behavior or
implementing a full address resolution and comparison straight after the loosenet
check. Of course, resolving and comparing a larger part of the address will have
performance impacts. It is safe to assume that partial address comparison was
a design choice for performance. Moreover, hardware patches are difficult to be
applied to legacy systems and take years to be deployed. At the time of writing of
this thesis, the timing behavior is still present.

4.6 Related Work

SPOILER exploits the speculative behavior during address resolution of Intel’'s propri-
etary implementation of the memory subsystem, which directly leaks timing behavior
due to physical address conflicts. A previously studied false dependency resulting
in timing behavior is the 4K aliasing false dependency on Intel processors [62, 237],
which is documented by Intel [100]. MemJam [155] uses this behavior to perform a
side-channel attack, and Sullivan et al. [206] demonstrate a covert channel. The
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authors conclude that the address aliasing check is a two stage approach: Firstly, it
uses page offset for the initial guess. Secondly, it performs the final resolution based
on the exact physical address. On the contrary, we discover that the undocumented
address resolution logic performs additional partial address checks that lead to
observable aliasing behavior based on the physical address.

Several microarchitectural attacks have been discovered to recover virtual address
information by exploiting the Translation Look-aside Buffer (TLB) [93], Branch
Target Buffer (BTB) [61] and Transactional Synchronization Extensions (TSX) [108]
as well as timing information obtained from the prefetch instruction [77]. The
main obstacle to this approach is that the prefetch instruction is not accessible in
JavaScript, and it can be disabled in native sandboxed environments [238]. SPOILER
is applicable in both cases. Knowledge of additional address information facilitates
microarchitectural attacks, such as cache attacks on ARM processors [135].

Browsers are an attractive platform for attacks as the victim only has to open a
website to be vulnerable. Co-location with the attacker is given. It is often enough
for the attacking website to be open in a different tab. JavaScript has thus been
used in various attacks: Shusterman et al. mount a JavaScript cache attack that
uses ML-techniques to fingerprint websites opened in other tabs [200]. In the same
year, Shusterman, Genkin and Oren (among others) start with a JavaScript attack
and develop it away from specific scripting features until they have a pure HTML
and CSS side channel attack that is independent of hardware [199]. The browser
can be used to induce faults on the victim machine [78]. Speculative behavior
can leak secrets via JavaScript [121] or even allow the attacker to read arbitrary
memory [195]. In 2023, Katzman et al. used transient execution attacks to build
turing-complete gates in the cache of a victim via the browser. They also used
their technique to create eviction sets, and do so with 83% success rate in 15s.
Their algorithm’s success rate is slightly worse than our algorithm’s, however the
algorithm by Katzman et al. is platform independent and can thus not leverage the
SPOILER leakage. Recently, Giner et al. constructed a drive-by attack on a GPU
and managed to infer keystrokes as well as recover a key from an AES T-Table
implementation via GPU eviction sets.
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4.7 Summary and Conclusion

We discovered SPOILER, a previously unknown 1MB aliasing effect in the Intel
address resolution. When the store buffer is full, loads will be executed speculatively
since the store buffer is unable to truly resolve dependencies with the available
address information. Once the false dependency is discovered, it leads to a load
delay that can be measured by an observer. The aliased addresses share the same
20 least significant bits of their physical address, thus leaking 8 bits of physical
address information to an observer. We can see a lasting impact on the research
community when looking at the follow up works for SPOILER.

The possible causes of the leakage were analyzed in detail by monitoring perfor-
mance counters and observing the leakage under various circumstances. Addi-
tionally, we studied Intel patterns and documentation. We concluded it stems from
the finenet check in the Intel address resolution hierarchy, which is undocumented.
While the previous loosenet check works on the page offset, the finenet check
seems to include 8 more physical address bits into the dependency resolution, but
not the entire address. We thus gained deeper insight into previously unknown
behavior of Intel processors, which is useful to further research and secure systems.
We then demonstrated the usefulness of this new information in several ways.

Eviction set finding Firstly, we used it to develop an algorithm to construct
eviction sets almost 4 times more efficiently than the previous state of the art. the
algorithm is applicable from JavaScript, which means physical address information
becomes available in an extremely restricted, sandboxed environment. Efficient
eviction set finding is a relevant topic until this day [182, 210]. The algorithm by
Vila et al. is often used as the baseline [114, 182, 210], although Song and Liu
presented an improved version and a thorough analysis at the same conference we
presented SPOILER. Finding out how well their algorithm translates to a portable
code variant or whether SPOILER can improve their variant even further is a good
direction for future work. We only compare to other portable code implementations.
Katzman et al. developed a platform independent approach that takes 15s and has
83% accuracy. Kim et al. attack apple devices from the browser and take longer
than the baseline, but have a high probability of success even with vastly degraded
timers or in timerless environments [116]. Purnal et al. also try to tackle the problem
of missing or low resolution timers. They find eviction sets with no error rate, but
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require time frames between milliseconds and days [182]. Briongos et al. used the
SPOILER leakage to create eviction sets outside of JavaScript [24].

Rowhammer Secondly, we used the information to perform a highly targeted
Rowhammer attack in a native user-level environment. Rowhammer attacks are
highly relevant up to this day [109, 123, 163, 164, 218, 219], and the SPOILER
leakage is still used in our institute to ease these attacks during research. We
show the first double-sided Rowhammer attack without elevated privileges. As we
provide a JavaScript implementation of SPOILER, it can easily be integrated into
the existing JavaScript version of Rowhammer, removing the assumption of 2MB
huge pages [78]. Many researchers use SPOILER to find continuous memory since
they assume an unprivileged attacker [9, 106, 163, 164, 211].

Covert channel The leakage can also be used as a covert channel to transfer
information over context switches. Chakraborty et al. build a Fill-and-Missdirect
attack around the leakage and use it to extract AES keys from a T-Table implemen-
tation [35]. SPOILER is not applicable to infer secrets from Intel SGX.

Canella et al. found a new application for the SPOILER effect. They use it to slow
down their process to improve their measurements [33]. Additionally, SPOILER was
mentioned in various systematization of knowledge papers [32, 87, 240]. We can
thus state that it has a lasting impact on the security research community.






CacheSniper: Aiming for
Weaknesses in Side Channel
Defenses

In the previous chapter, we discussed several examples of microarchitectural side
channel attacks. The SPOILER leakage is a side channel for address information
to unprivileged processes. We also discussed how the additional information can
be used to build eviction sets, a fundamental building block of many cache side
channel attacks. This chapter will be dedicated to the analysis of potential defense
mechanisms against these attacks: Prefetching and always-load strategies.

In our joint work CACHESNIPER, Samira Briongos and me thoroughly analyzed the
conditions under which an attacker can use very small windows to attack crypto-
graphic implementations. By carefully controlling the cache state in combination
with a reverse engineered cache policy, a prefetch protected implementation is still
vulnerable. Samira Briongos, Pedro Malagén and José M. Moya used the extreme
control over the cache state to break a side channel defense in an AES implemen-
tation. Thomas Eisenbarth and me applied the attack to an RSA implementation. |
found a vulnerable RSA implementation, also with side channel protections already
in place, from which we could extract the key. | substantially contributed to the
writing of the publication and coordinated the disclosure process. While the vul-
nerability of the AES implementation was considered out of scope for the attacked
library OpenSSL, we went through a responsible disclosure process for the RSA
vulnerability in WolfSSL and received a CVE'. We helped WolfSSL to close the
vulnerability. Parts of this chapter were also part of [22].

"https://nvd.nist.gov/vuln/detail/CVE-2020-15309
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Figure 5.1: Adapted attack scenario for CACHESNIPER: To achieve the best results, the
server S requires TSX. The attacked algorithm is cryptographic, AES and RSA respec-
tively. The client Alice provides the plaintext, the attacker Eve obtains a cache trace that
enables her to infer the cryptographic key. It is possible for the server owner to attack as
well, it does, however, not need require this special role.

5.1 Attack Scenario

The scenario we consider to analyze of the effectiveness of the countermeasures
and to carry out the different experiments is depicted in Figure 5.1. The server
executes the target process, in our case an encryption/decryption with RSA or AES,
upon request from an honest client. In our experimental scenario, the client sends
requests to the server every 500us plus a random time A € [0..1004us]. This process
tries to emulate the behavior of a real network and enables us to show that we
can actually detect a victim process execution. The attacker is also a tenant on the
server and monitors the cache to detect the exact times when the target process
(an encryption process) is running. She can later obtain a cache trace and analyze
it to get cryptographic keys. Our main assumption is that the attacker and the victim
are using the same machine. The attacker has user-level access to the server and
no special rights or privileges. It is of course also possible to host the attack as
server owner, but user level access is enough. The attacker does not know when
the client starts executing and cannot physically interfere with the machine. As
our attack targets the LLC, the attacker and victim may run on different physical
cores.
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5.2 Prefetch Protected Implementations

To secure algorithms against side channel attacks, implementations need to be
constant in time, execution flow and data usage when using sensitive data. We
illustrate with an algorithm using a secret key to encrypt input data: it should behave
independent of input data and key. A possible implementation error regarding the
time could be a direct multiplication of key bits with input bits: multiplication by zero
or a power of two may be faster than a multiplication with other factors. Regarding
execution flow, calling different functions or functions in different order depending
on a key bit would be a common flaw [68]. Lastly, data usage is especially critical if
key tables are precomputed: Usage of the precomputed values can be observed in
the cache, directly leaking key bits to an attacker.

To achieve higher resistance to cache attacks, one countermeasure is easy to
implement and often used: prefetching. Prefetching loads all data required for the
algorithm into the cache ahead of usage if possible. It is supposed to ensure no
cache access patterns can be observed as data and instructions are present in the
cache regardless of their actual utilization. If the time between prefetch and actual
access is low enough, it is not possible for an attacker to measure the cache state
in between. That means an attacker cannot tell whether a piece of data present
in the cache is there because of the prefetch or because of the subsequent use
by the vulnerable calculation. Prefetching has the additional benefit of speeding
up the computation since all the data is already in the cache. It is impractical if
large amounts of data are required for the calculation, e.g. in machine learning
applications.

We provide a simple example scenario in Figure 5.2 to illustrate prefetching. The
victim runs the function victim_function, which executes some operations before
performing a secret-dependent access to a table. If table spans several cache
lines, the attacker can now infer information about the secret by observing which
cache lines are accessed by the victim process. In the prefetch protected version,
the entire table is loaded into the cache in line 3 before the secret dependent access
is performed in line 4. Thus, each cache line spanned by the table is accessed at
least once, independently of the secret.

We look at an unprotected AES T-Table implementation as a more realistic example.
The AES algorithm consists of four steps: SubBytes, ShiftRows, MixColumns, and
AddRoundKey. In the first step, every byte of the plaintext is substituted with another
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1:

2: function VICTIM_FUNCTION 1: function VICTIM_FUNCTION
3 2:

4: 3: load table

5: 4: load table[secret]

6: load table[secret] 5: end function

7: end function

Figure 5.2: Example for (a) vulnerable and (b) protected algorithm. Figure taken from [22]

byte. The way the bytes are substituted is described in the S-Box, which is key-
dependent. As the S-Box only depends on the key, but not on the plaintext or round
key, it can be pre-computed to save time during the encryption. Another way to
speed up AES is using T-Tables. These are precomputed tables that combine the
SubBytes and MixColumns operations. T-Tables are lookup tables that combine
the S-Box values with every possible column permutation. which can, again, be
precomputed. Both S-Box and T-Table implementations use key-dependent pre-
computed values and are thus vulnerable to side channel attacks if they are not
implemented in constant time.

In an unprotected implementation, the attacker can remove one line of the T-Table
from the cache either by flushing or by priming the cache, then wait for the encryption
to run. After that she tests for the presence of the line in the cache. The probability
of using a specific line of the T-Table is around 92%, increasing with the number
of rounds R in the AES algorithm, which depends on the key size. It is given as
(1 —(16/256))*. Thus the information about the actual utilization of the observed
line leaks information about the secret key. In turn, the probability of not using one
line of the S-Box implementation would be 1072°. However, in the case of the AES
implementation of OpenSSL, the probability is reduced to zero since the S-Box
is fully prefetched before the execution of each round [19]. As a result, they later
conclude that this implementation should not be vulnerable to cache attacks.

Prefetching does not actually remove leaky patterns from the code, it just decreases
the window an attacker has to detect a secret dependent access. However, applica-
tions protected this way are still considered secure against user-level cache attacks
for the following reasons:

+ If there is shared memory, a Flush+Reload attack monitoring the cache will
detect the presence of the data in the cache with high accuracy, but it lacks a
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mechanism to infer whether this observation is due to the prefetch or to the
actual utilization of the data.

* In absence of shared memory, a Prime+Probe attack will require to probe the
whole eviction set to evict the prefetched data, which may take longer than
the execution of the protected application.

» A user level attacker has no way to control when the victim code executes,
thus making it very difficult to synchronize attack and victim code.

In summary, the temporal resolution of known attacks is too low to detect an access
pattern, despite the pattern still being there. However, theoretically, the protected
code still leaks information. We found a way for a regular, unprivileged attacker to
exploit prefetch protected code. We provide an analysis on a synthetic benchmark,
then show two real-world attacks on an AES and RSA implementation.

5.3 Challenges for the Attack

When attacking unprotected implementations via cache side channel, the exact
point of measurement is not crucial. It is sufficient to remove the target data from
the cache before the victim starts executing, then probe for the target data during
the victim process or after it terminates, depending on the target. Getting close
to the start and termination point is favorable as it reduces noise, but not critical.
When prefetching is applied, timing is much more important. The attacker needs
to evict the data precisely after the prefetch, but before utilization. In Figure 5.3,
we annotated the toy example from Figure 5.2. The crucial part is to evict the data
between the prefetch in line 4 and the utilization in line 6.

1: 1: > Eviction target T1
2: function VICTIM_FUNCTION 2: function VICTIM_FUNCTION

3 3

4: 4: load table

5: 5: > Eviction target T2
6 load table[secret] 6 load table[secret]

7: end function 7: end function

Figure 5.3: Example for (a) vulnerable and (b) protected algorithm. The eviction targets are
marked. Figure taken from [22]
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As victim and attacker only share the same machine (see Figure 1.1) but the
attacker has no special privileges, there is no synchronization between the victim
and the attacker. That means that the attacker does not know when the victim is
running the targeted application, nor does she know when data is prefetched into
the cache. To get the timing just right and evict the data at exactly the right instant,
the attacker needs to tackle the following challenges:

1. Detect the victim’s execution of the target algorithm.
2. Determine the state of the target after detection.
3. Calculate the remaining time until the data is prefetched.

4. Evict the target data from the LLC at the desired instant.

We designed a minimal worst-case application that implements based on the
example in the pseudocode we have been using so far in Figure 5.3 version (b).
We can use it to find out whether an attacker can overcome the challenges and
how. The application executes a variable number of xor operations (line 3) before
prefetching a table spanning four cache lines (line 4). The prefetch is followed by a
single access, where a secret bit secret determines which of the four cache lines
is accessed a second time (line 6). The example scenario is the worst case for
an attacker, as only a very small window of opportunity arises: the secret-related
data is accessed immediately after the prefetch. The attacker has a minimal time
window to evict data from the cache to gain information. We created a test setup
on an Intel core i5-7600K. The details are summarized in Table 5.1.

Table 5.1: Experimental platform details.

Processor Intel core i5-7600K
Cores 4

Frequency 3.8 GHz

Inclusive LLC Yes

LLC slices 8

LLC size 6 MB
LLC ways 12
L1 size 32 KB

L1 ways 8
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5.3.1 First Challenge: Detect Execution of the Target Algorithm

The attacker has to detect the execution of the function victim_function. Once
the execution started, victim_function will appear in the cache. We monitor the
cache line that contains the call to the function itself. We call this the target for
detection, or T1. We study three different approaches to evict T1: Flush+Reload
Prime+Probe and a TSX-based approach.

With the Flush+Reload technique, we repeatedly flush T1 from the cache, wait for
around 20 cycles and then reload again. The waiting time needs to be determined
empirically on every machine. Once the time it takes to load T1 indicates it has been
retrieved from the cache instead of from the main memory, the victim’s execution
has been detected and the detection time is saved.

Both Prime+Probe and TSX-based detection require an eviction set A mapping
to the same sets as the detection target T1. We enabled huge pages to construct
eviction sets as Liu et al. did in [139]. As discussed in Section 4.3, it is possible
to use different approaches that do not require the use of huge pages [105, 221],
e.g. via the SPOILER leakage. Assuming that huge pages are enabled in the server
simplifies the construction of the eviction sets without changing the attacker model
for the actual attack: The way the eviction sets are built does not have an impact on
the detection, and it is possible and feasible to build them without huge pages.

Intel’s L3 caches implement a pseudo-LRU replacement policy, more specifically
a static re-reference interval prediction (SRRIP) policy [25, 220]. Elements in the
cache have an age, but the strict order of insertion is not kept and many elements
can have the same age. Accessed elements get their age reduced, while non-
accessed elements get their age increased. If an element needs to be evicted, the
first one with age 3 is evicted. Due to this, always accessing the elements in our
eviction set in the same order ensures that we are always about to access the block
that the target application will evict as soon as it starts to run. A fixed access order
is easily implemented through the pointer-chasing technique, where the data of a
cache line contains the pointer to the next cache line: The address of a load cannot
be decoded before the previous load is complete. Knowing the eviction candidate
also means when using Prime+Probe, we can avoid accessing the whole set and
just measure the access time after accessing one of the blocks in the eviction set.
Accessing only one block is faster and thus increases the success rate. Once we
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detect a cache miss we assume the victim has begun its execution, and collect that
timestamp.

For TSX-based detection we leverage the fact that, whenever a process is running
inside a TSX transaction, the process can either be completed and commit the
results or suffer an abort when suffering a L3 cache miss and rollback the computa-
tions. The abort was used by Disselkoen et al. to construct a timer-free cache attack
(see Subsection 2.9.1 for details). We use the abort as a signaling mechanism
instead: We access all the elements in the eviction set during the transaction and,
in case it aborts, we consider that the victim process has started and use the abort
handler to store the timestamp.

For each method, we collected information from 100,000 executions of the target
process. We collect data from both victim and attacker. The victim process starts
executing after a random amount of time has elapsed. The attacker process tries to
detect the victim process. The results are summarized in Table 5.2. The attacker

Table 5.2: Results for the detection methods: Percentage of correctly detected victim
process executions, the mean time until the victim process was detected after it started,
and the variance of that time. We require a high detection rate and a low variance.

Approach Detection rate Mean Standard Deviation
Flush+Reload 99.0% 281.1 63.3
Prime+Probe 94.6% 1286.6 367.0
TSX-based 97.3% 320.8 12.4

process correctly detected the execution of the victim process in 99.0% of all cases
with Flush+Reload in 94.6% of all cases with Prime+Probe and in 97.3% of all cases
with TSX. As expected, the Flush+Reload approach shows great accuracy [79, 193].
However, the results obtained for both TSX and Prime+Probe are good enough for
detection purposes as well. The executions that were not detected by Prime+Probe
likely started before the cache was prepared with the eviction set. The undetected
executions with TSX have a similar explanation: the victim started executing before
while the eviction set was still being loaded inside the transaction.

The detection capability is an important aspect when comparing the detection
approaches. But to extract secrets from a prefetch protected implementation, the
detection time need to be as constant as possible. A constant detection time makes
it easier to determine the state of the victim process after detection, and thus helps
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Figure 5.4: Histogram of the times elapsed between the beginning of the execution of the
victim process that takes 780 cycles in mean to execute, until it is detected with the
different approaches. Figure from [22].

to time the attack to hit the tiny window of opportunity we are aiming for. We thus
also analyzed the time elapsed between the start of the victim process and the
correct detection. The results are shown in Figure 5.4. The sample application has
a very constant execution time of around 600 cycles. When the detection causes a
cache miss, the execution time raises to about 780 cycles without increasing its
variance. However, the Prime+Probe approach usually exceeds the execution time
of 780 cycles before the detection is complete, which makes it impossible to evict
the prefetched target before it is used.

The Flush+Reload approach exhibits a medium standard deviation for detection,
which means low reliability for the posterior eviction. Continuously reading from the
cache and accessing the eviction candidate may lead to race conditions between
the target and the victim process. As a result, the attacker has a hard time to
accurately predict how long she has to wait to evict the target: She does not know
the exact state of the cache or the exact step of the victim process. We will later
see why this is problematic.

In comparison, TSX only shows a slightly smaller detection rate than Flush+Reload,
but a much smaller standard deviation. Based on these measurements, we state
that the TSX technique accurately informs about the execution of the victim and
that the attacker receives the abort as soon as the conflict happens. The measured
times include the time it takes the CPU to retrieve T1 from main memory into the
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cache. There, it will remove the attacker’s data, thus triggering the abort. While a
heavy system load leads to additional aborts that are not related to the execution
of the victim application, it does not influence the detection time. We conclude that
the TSX based method is most suited for our purposes.

Result: The execution of a victim process can be detected most reliably and
accurately with a TSX based approach. Flush+Reload can also be used.

We thus assume we can use TSX for detection for the remaining experiments and
when crafting the attack. As we will see, the TSX-based detection approach by
itself solves three of the challenges for the attacker.

5.3.2 Second Challenge: Determine the State of the Target After
Detection

Since the victim process continues to execute during the detection, the attacker
needs to know the number of operations executed since the beginning of the
victim application to determine how much time is left until the prefetch. As the TSX
technique generates very prompt aborts, the attacker can profile the victim process
execution without an actual victim and measure the clock cycles between loading T1
and the detection by the attacker. The attacker can subsequently infer the victim’s
likely activity at the time of detection, as well as the cache contents, including the
age of the data.

5.3.3 Third Challenge: Calculate the Remaining Time Until Data
is Prefetched

The attacker now knows the target function is executing, and where in the execution
the victim is. To tackle the third challenge, she now needs to determine how much
time will pass until the prefetch in version (b), line 4. She can again profile the
application without an actual victim to find out this wait time t.
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5.3.4 Fourth Challenge: Evict the Target Data from the LLC at
the Desired Instant

Ultimately, the attacker wants to find a way to evict the data after the prefetch. She
can then find out whether the victim process reloads the data, and thus retrieve the
secret information. As we assume that TSX is used for detection, the attacker’s code
can continue executing in the abort handler with quite exact knowledge of the cache
state. From profiling, the attacker also knows the wait time ¢. She can now use the
abort handler to manipulate the cache and gain information. The challenge is to
evict the prefetched data or instructions after the prefetch but before they are used
in the execution of the victim process. We call the prefetched data or instructions
target for eviction or T2. We study two different approaches to evict T2. Method 1
can be used when there is shared memory between the victim and the attacker,
e.g. in form of a shared library. Method 2 works without shared memory. As we will
see, the methods differ in the way the cache set is filled during the transaction, in
the value of the wait time ¢ (even if the target is the same), in the way this target
T2 is evicted from the cache and finally in the way the information about the actual
access to the data is inferred.

5.3.4.1 Method 1 — Remove T2 by Flushing

Once the victim’s access to T1 is detected, the attacker waits for the wait time ¢ and
then evicts the eviction target T2. Since there is shared memory, T2 is simply evicted
by using the c1flush instruction and the information is later retrieved by measuring
the time it takes to read it (reload). Remembering Subsection 2.9.1, we see that
this is a traditional Flush+Reload attack carried out by an abort handler, which
allows for very precise timing of the flush instruction: If the prefetch is executed n
cycles after detection, then the flush should be triggered at approximately n — 40,
the minimum value for n being around 60 cycles. The 40 cycles are deducted to
ensure the flush can be issued and the address decoded before the prefetched
data is in the cache. Note that since the detection target T1 has to be loaded
from main memory, it introduces some variation in the execution time of the victim
and, as a result, this last eviction may not be as accurate as the detection. These
values were determined empirically and may vary between machines. Just as any
Flush+Reload attack, method 1 requires shared memory and the availability of the
clflush instruction to the attacker.
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5.3.4.2 Method 2 — Remove T2 with Memory Accesses

There can be various reasons why the attacker cannot remove T2 from the cache
by flushing: the c1flush instruction may not be available on the platform or in the
attackers context, shared memory is disabled or the data has to be retrieved from
a non shared variable. It is still possible to achieve the desired eviction accurately
by leveraging the replacement policy implemented in the LLC. The replacement
policy for 7th generation Intel CPUs described in previous works [5, 26, 220] shows
that data is linearly inserted into the cache set and each block is assigned an age
value that will change depending on accesses and evictions. For our use case, the
following properties are the most relevant:

» Data is evicted from the cache at age 3.

* Only accesses to the LLC update the values of the ages of the elements in
the LLC. The age of a block decreases when it is accessed or increases if
necessary to select an eviction candidate.

» Once the data is inserted into the cache set, two different ages above age 0
can be distinguished.

To evict T2, the attacker needs to create an eviction set we will call B. In the attack
algorithm, the time and order of access for the elements of B depends on two time
windows: The time between the access of T1 and T2 and the time between the
prefetch of T2 and the actual utilization of it. We will refer to a large window if it
can fit an entire probe phase of a Prime+Probe cycle, and to a small window for
anything less than that.

We distinguish three different scenarios depending on the window size. They are
depicted in Figure 5.5. If the second window is /arge, the size of the first window
is irrelevant and a regular P approach to evict T2 from the cache will suffice. If the
second window is small, two different scenarios arise depending on the size of the
first window.

The most challenging scenario is the one where the second window is small: It
means the attacker has to minimize the time required for the eviction of T2 to
achieve an eviction before the utilization. We manage to do so by manipulating the
ages of the cache blocks. The method is based on the Reload+Refresh attack from
[26], but the goal is different. While we use the same technique to age the cache
elements, we do not use the known ages of the cache elements to infer a victim
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Figure 5.5: Possibilities to evict the target T2 via memory access in case of different window
sizes. The first window is the time between the access of T1 and T2, the second the
time between the prefetch of T2 and the actual utilization of it. A large window can fit an
entire Prime+Probe circle, a small window is anything less than that.

access, but to evict T2 accurately with a single access. The process is depicted in
Figure 5.6. The cache is prepared in two stages. The first two take part before the
abort:

Stage 1 All elements of the eviction set B (A-H) in Figure 5.6 are accessed to load
them into the cache.

Stage 2 The elements B-H are accessed again to change their age, making A the
eviction candidate.

Now the attacker waits for the victim process to get to the prefetch of T2. As
mentioned before, the time this requires was determined during profiling. The next
two steps are used to evict T2.

Stage 3 The victim process prefetches T2. As there is no space in the cache and
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Stage 1 Content| A B C D E F G H
Age| 2 2 2 2 2 2 2 2
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Stage 2 Content| A B C D E F G H
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Figure 5.6: Process required to evict the data from the cache with just one access, a
technique required for method 2. Figure from [22].

A is the eviction candidate, it is evicted. T2 instantly becomes the eviction
candidate as it is the first entry with the highest age.

Stage 4 The attacker accesses A, thus evicting T2.

If the first window is large, stage 1 and stage 2 are performed before the transaction,
to avoid detecting T2 instead of T1. A large first window is the preferable scenario for
the attacker, as timing is not so critical. If T1 and T2 are the same, stage 1 and 2 are
performed during the transaction. The same is true if the second window is small.
While all the code inside a transaction is executed transiently, the microarchitectural
state is not impacted by the rollback in case of an abort. Thus, even though the
operations that were performed within the transaction before the abort happened
are not visible to the program and the previous logical state is recovered, the
changes in the cache remain. After the abort, the attacker waits for wait time ¢. At
that point, the cache is in stage 3. She then evicts T2.

We conducted experiments to determine the minimum time elapsed between the
execution of T1 and T2 in which the attacker is still able to achieve the accurate
eviction with just one access. For this, we varied the number of operations executed
before the prefetch in our test application to test the different times and evaluate
the accuracy of the technique. Note that, even when T2 has to be loaded from
main memory for the prefetch and the execution time increases, the time between
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detection and prefetch only changes slightly. The cache state is assumed to be
the one depicted in stage 2 of Figure 5.6. We started observing the leakage for
times greater than 260 cycles, but the best results were obtained when the second
window is larger than 300 cycles. The main reason for the difference between this
scenario and the one described in the method 1 is that the eviction is only possible
when A has been effectively loaded from main memory (cache miss), whereas in
method 1 it is only necessary to wait for the execution time of the flush. Waiting for
a load from main memory also means that the attacker should access the block A
at time n — 280 to achieve the eviction at time n.

During stage 2, we access all elements in the eviction set B except the eviction
candidate to change their ages. To avoid pipeline effects, we accessed the ele-
ments as a linked list, also known as pointer chasing. As each element needs
to be loaded before the next address can be decoded and the LLC usually has
higher associativity than the lower level caches, we expect that all data is retrieved
from the LLC. As a result, the ages of the accessed elements in the LLC are
updated. When measuring the times it takes to read each of the blocks, however,
we observed that some of the blocks were retrieved from the L1 cache. We only
observed this behavior on in a processor whose LLC is 12-way associative (Intel
i5-7600K in Table 5.1), whereas the L1 and the L2 caches are 8-way and 4-way
associative respectively. On a different processor (Intel i7-6700K) with a 16-way
associative cache, all the data was retrieved from the LLC. We concluded that the
L1 replacement policy was responsible for this behavior. It is not documented by
Intel, but was described in various publications [5, 220].

As we need to take the L1 replacement policy into account, we will look into it in
more details. The policy is illustrated in Figure 5.7.

The tree-PLRU replacement policy starts from the root node and selects a branch
depending on the intermediate value of the node. A 0 leads to the selection of the
left branch while a 1 makes the algorithm select the right branch. The decision
is repeated at every node down the tree until a cache element is selected. If an
element in the cache is accessed, all nodes pointing to it are toggled.

Our experiments showed that elements are inserted linearly in the first empty block
if the cache is empty, regardless of the value of the nodes. All nodes start with value
0, as depicted in the initial stage of the L1 cache in Figure 5.7 (a). When reading a
12 element LLC eviction set, four elements are evicted from the L1 cache. Intuitively,
we would assume the first four elements that entered the L1 cache to be evicted
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Figure 5.7: Tree structure that controls the Pseudo-LRU replacement policy of L1 and L2
caches. The figure shows an 8-way first level cache. The eviction candidate is marked in
red. We assume a 12-way LLC, so 12 elements need to be accessed in stage 1. Figure
shows the state after accessing (a) 8 (b) 9 (c) 10 (d) 11 and (e) 12 elements of the
eviction set B

first as well. However, as Figure 5.7 shows, the pseudo-LRU replacement policy
keeps element B and D in the cache even after reading the whole LLC eviction set
(12 elements). If we would access B first in stage 2, it would be retrieved from the
L1 cache and it's age in the LLC would not change. With the replacement policy in
mind, reordering the linked list with regard to the L1 replacement policy solved the
problem.

Result: For evictions with a single access, the lower level cache replacement
policies need to be considered when determining the access order of the
elements in an LLC eviction set.
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Figure 5.8: Overview of the offline and online attack steps. The online steps are repeated

Victim

instruction 0O
instruction 1

> Target for detection, T1
instruction i
instruction i+1

> Target for eviction, T2
instruction k
instruction k+1

multiple times to collect sufficient traces for key recovery. Figure from [22].

5.4 Crafting an Attack

With the knowledge from the previous analysis, it is now possible to build a full

attack. It includes a stakeout phase of offline preparation where the attacker has
to analyze the victim process. The CACHESNIPER then aims at her target in the

detection phase and waits for a good moment in the execution using the information

from stakeout. At the right moment, the attacker shoots the correct entry from the
cache, evicting it accurately. The attack overview including these steps is depicted

in Figure 5.8.

The stakeout phase is similar to the profiling we performed in subsections 5.3.2
5.3.3 and 5.3.4. The goals are manifold. The attacker needs to
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« find an appropriate region of the code that can serve as target for detection
T1. It has to be accessed long enough before the target T2 and should not be
used too commonly to reduce false positives.

« find set and slice T1 maps to.
* create eviction set A for T1.
« estimate the wait time ¢ for the second attack step.

The wait time ¢ only has to be an estimate as it can be changed dynamically
depending on the expected hit/misses ratio and the observations. The stakeout
should ideally be performed on a machine similar to the target machine and can be
performed offline.

If there is shared memory and T1 and T2 can be accessed by the attacker, she can
determine the eviction set mapping of the targets herself. Without targets in shared
memory, the attacker needs to find the eviction sets by profiling the cache while the
victim code is executing. Eviction set finding has been discussed in Subsection 4.3.1
as well as in literature before, and the usual Prime+Probe approaches work fine
here as well [186]. The information from the aborts can also be used to find the
cache set of interest [57].

The waiting time ¢ is the time it takes the victim process to execute the code between
T1 and the point at which the attacker can gain information from evicting T2 minus
the time it takes to remove T2 from the cache (so either a c1f1lush instruction or an
access). If the attacker cannot determine ¢ during the stakeout phase, she can still
determine it in the online phase of the attack. Determinig ¢ during the online phase
is also necessary if the target system behaves differently than expected. She needs
to be aware of some characteristics of the victim process that can be observed. For
example, around 1% of cache misses will be ideally observed if we hit exactly the
last round of the AES encryption or around 50% of the bits are expected to be 1 in
an RSA secret key. Thus, the value for ¢ can be retrieved automatically by analyzing
the number of hits and misses observed when inferring the victim accesses (line
10 in Figure 5.9) and modifying its value to match the expected values. Of course
the attacker can also define an initial value for ¢ and update or adapt it dynamically
based on the comparison between the actual and the expected observations. The
dynamic approach will increase the number of samples required to derive the secret
information.
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Input: Address(T2),

Eviction_set A, > Eviction set for T1
t > Waiting time determined in stakeout
Output: X, > Information about the access
1: function START_TRANSACTION()
2 fill_cache_set(A);
3 > Aim: Abort handler detects the access
4 function ON_ABORT()
5: time_interrupt=timestamp()+t;
6 while(timestamp() < time_interrupt) {};
7 evict_from_cache(T2) > Shoot
8:
9: Wait until encryption ends
10: infer_victim_access_to(T2)
11: if has_accessed(T2) then
12 Xolt]=1; > Data used
13: else
14: X [t] = 0;
15: end if

16: end function
17: return X;
18: end function

Figure 5.9: Generic attack pseudocode for the TSX-based detection scenario, eviction using
method 2, case 2. Figure from [22].

To illustrate, we return to the algorithm shown in Figure 5.3: we would expect to
observe 50% of cache hits if the eviction is achieved accurately. If ¢ is too small and
the eviction happens before the prefetch, the cache hit rate will be 100%. If ¢ is too
large, we only see cache misses as we evict after both prefetch and utilization. To
zone in on t, we define an observation window of size w to compute the statistics.
Once we have collected the w samples, we observe the hit/misses ratio and either
increase or decrease t. The value of ¢ gets stable after some iterations. The
number of iterations depends on the size of the window and the original estimation.
Unsurprisingly, the best scenario turned out to be the one where the value ¢ is
properly selected, and only minor adjustments are made on runtime.

The pseudocode in Figure 5.9 shows the procedure for the online phase of the
attack. As shown in Figure 5.8, we generate an eviction set for T1 and determine
the waiting time ¢ in the offline phase, then use both as input to our algorithm. The
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address of T2 is an additional input.

5.5 Practical Evaluation

We now have all the prerequisites to recover AES and RSA secret keys from
prefetch protected implementations. We not only demonstrate that the implemented
countermeasures to prevent cross-core LLC attacks can be circumvented, but also
that some previous approaches can benefit from the accurate eviction of the data.
All the experiments were performed in the machine described in Table 5.1. Note
that the replacement policy on which this attack relies is implemented in the Intel
Core processors starting from the 6th generation. The main data for each attacked
algorithm are summarized in Table 5.3 and Table 5.4.

5.5.1 CACHESNIPER Against AES

AES [52] is a commonly used symmetric block cipher that operates with data in
blocks of 16-bytes. As explained in Section 5.2, it consists of different operations
(AddRoundKey, SubBytes, ShiftRows and MixColumns) that are repeated each
round. To speed up execution, tables with values that are used repeatedly are pre-
computed in many implementations, which opens a security vulnerability regarding
side channels: an attacker can e.g. profile the cache sets the precomputed tables
map to by running an own encryption, then infer victim accesses to extract an
unknown key. We analyzed the well-known T-Table implementation and an S-Box
implementation. The T-Table is available in OpenSSL 1.0.2k when compiled with
the no-asm flag, and it is also available in newer OpenSSL versions. If the no-asm
flag is not used, then the S-Box implementation is used instead. Note that this
particular version is the one included by default in our CentOS system, and is
shared among all the processes. We have checked that CentOS uses the native
OpenSSL implementation for AES.

When OpenSSL is called from the command line, it will use AES-NI for encryption,
which is not vulnerable with CACHESNIPER. However, if the C APl of OpenSSL
is used, a call to AES_encrypt would call the S-Box implementation until version
1.0.2k, while a developer wishing to use the default AES-NI instructions (as in the
command line) has to use a different instruction to execute the encryption.
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Table 5.3: Parameters used for the attack of OpenSSLs prefetch-protected T-Table and
S-Box implementations

Parameter T-Table S-Box

Detection target T1 AES_encrypt S-Box (Prefetch in first round)
Eviction target T2 Tei[0] S-Box (After prefetch in last round)
Samples required method 1 300 ~ 500000

Samples required method 2 360 ~ 500000

5.5.1.1 T-Table-based Implementation

The T-Table implementation uses four tables (T-Table) with pre-computed values
of the SubBytes, ShiftRows and MixColumns operations. That is, it transforms
these operations into lookup operations in order to improve the performance of
the encryption and decryption processes. The accesses to the tables are key
dependent and not all of them are used during the encryption process. As data
accesses are key dependent, the T-Table implementation is a classical candidate
for a cache side channel attack [10, 26, 80, 103]. All of these approaches assume
that the attacker monitors the cache before and after the execution of the victim
process. That means the attacker can just see that a target cache line, which holds
16 T-Table values, is used during the encryption, but cannot distinguish in which
round. This approach generates false positives, and the attacks requires mores
samples until eventually one of the key candidates can be clearly distinguished
from the others. With our CACHESNIPER technique we can accurately hit the last
round and recover the secret key faster. The information we collect is more likely
to refer exclusively to the last round. Indeed, while using the same approach to
compute the key as previous works [26], we can reduce the samples required to
retrieve the whole key from 3000 to 300. The settings for this attack are described
in Table 5.3.

Result: We can recover the key of the prefetch protected AES T-Table imple-
mentation of OpenSSL with 300 samples. This is an improvement by an order
of magnitude.
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5.5.1.2 S-Box-based Implementation

As the T-Table implementation is vulnerable to attacks, the S-Box implementation
of AES replaced it in many cases. OpenSSL also replaced it, but kept the T-Table
implementation anyway for unknown reasons. We suspect backwards compatibility.
The S-Box is a table that holds the data for the SubBytes operation, concretely 256
byte values. It is used 16 times each round, and the accesses are key-dependent.
As a cache line has 64 bytes, one S-Box uses four cache lines. Assuming a key
size of 128 bits and as a result 10 rounds, the probability of not accessing one of
these cache lines can be calculated by the following equation [19, 28]:

64 1016
Pr[no access S-Box in encryption] = <1 - 256) ~( (5.1)

Unfortunately for an attacker, it is close to zero, so observing the cache before
and after the encryption will not gain enough information to reconstruct the key.
However, observing each round individually gives the following probability of not
accessing a particular line:

: 64\ '
Pr[no access S-Box in round] = (1 - 256) = 0.01 (5.2)

The OpenSSL S-Box implementation includes a prefetch stage before each of the
rounds to lower this probability to zero. The encryption process only needs to read
one value from each of the four cache lines to ensure that the entire S-Box is in the
cache. When the key-dependent memory access is performed, the data will always
be in the cache. That means that traditional side channel attacks cannot be used
to extract information from this implementation, a conclusion that was affirmed by
Irazoqui et al. They used a tool for leakage detection to analyze the OpenSSL code
in 2017 and declared it leakage free [102]. The countermeasure only works under
the assumption that an attacker cannot interrupt the process at a specific point.
CACHESNIPER is capable of exactly this precise interruption.

If the attacker can, however, time the evictions accurately enough, she can evict a
cache line between the prefetch and the utilization. With CACHESNIPER, the line
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of the S-Box would be T22. Just as in the T-Table implementation, an attacker can
choose to observe only the last round of encryption, and remove the prefetched
data before the last round starts. This even works without shared memory. We
can thus perform a cross-core cache attack that recovers the secret key of this
protected implementation.

Analog to the T-Table attack, we target the last round. Here, the output of the S-
Box is xored with the corresponding round key to get the ciphertext. We assume
the ciphertext is known to the attacker. We use a non-access approach and thus
detect cache misses when the victim did not load the data into the cache [26].
This eliminates the problem of finding out which of the 16 S-Box accesses was
responsible for a specific part of the S-Box to be in the cache: If we determine that
an element has not been accessed, it means none of the operations in the last
round has used it. So when we xor each byte of the ciphertext with the 64 values of
the S-Box held in the cache line (k; = C;® S-Box [0 to 63]), we know that none of
these values could be the secret key. This is repeated many times with different
ciphertexts, which allows us to infer the key by elimination.

In our test system the last round takes around 40-50 cycles to execute, with a
variance of around 15 cycles. To make up for the varying execution times, we adopt
the strategy of dynamically updating the value of ¢ described in Section 5.4. Instead
of using the probability of 1% as the expected one, we allow up to 7% of cache
misses. This way we try to ensure that the observed cache misses actually happen
in the round. This value was determined empirically on our machine.

We use the content of one line of the S-Box as T1 as it is prefetched in every round.
Both method 1 (assumes shared memory) and method 2 (does not require shared
memory) are able to successfully retrieve the entire secret AES key with a minimum
number of samples of about 500 000. Our results show that it is more likely to evict
the data in the middle of the execution of the last round than just at the beginning.
This means some bytes are recovered faster than others, as it can be observed in
Figure 5.10. We can see that the initial four bytes are obtained with 10 000 samples,
a relatively small amount. Half of the key bytes has been completely leaked with
less than 100000 samples. Focusing on the different bytes, 12 of the 16 bytes

2While analyzing the shared library included in Ubuntu 16.04 or CentOS 7.6 (OpenSSL 1.0.29g),
we observed an additional protection. The OpenSSL implementation of AES has four different
copies of the S-Boxes. If there are, for example, two processes using the library at the same
time, each of them will use a different table. CACHESNIPER can still be conducted.
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Figure 5.10: Key candidates for each of the bytes of the key of the S-Box AES imple-
mentation of OpenSSL retrieved using the TSX-based detection and method 2. Figure
from [22]

are already known with 200 000 samples. Retrieving the last 4 bytes of the key is
the hardest part, and it requires 300 000 more samples. This shows how difficult it
is to evict the data in between the execution of the prefetch and the subsequent
access in the last round. While completely brute-forcing these 4 bytes takes 232
trials, the information already collected (with 200000 samples) reduces the key
space to around 2% options, making a complete search of the remaining key space
faster and stealthier than continuing the attack.

Result: We can recover the key from the prefetch protected AES S-Box
implementation of OpenSSL by evicting the target between the last prefetch
and the last round of encryption.

Responsible Disclosure We responsibly disclosed our findings to OpenSSL on
June 23rd 2020. OpenSSL did not issue a CVE since CACHESNIPER falls outside
their threat model [63], which does not include side channel attacks. During our
communication with OpenSSL they informed us that they have removed the S-
Box from the latest 1.1.1 version. However, we found that in this case the C API
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Table 5.4: Parameters used for the attack of the constant execution pattern protected RSA
implementation of wolfSSL, attack results and success rates

Parameter Value
Detection target T1  multiply or reduce
Eviction target T2 R[O]
Precision method 1 -
Precision method 2 87,6%

calls instead use the even more vulnerable T-Table implementation. Eventually the
communication stopped after we analyzed their proposal of an alternative AES
software implementation, which was secure. Despite that, as far as we know, the
vulnerable implementations are still part of OpenSSL at the time of writing.

5.5.2 CACHESNIPER Against RSA

RSA is the most widely used public key cryptographic algorithm. It considers a public
key (n, e) where n is the product of two prime numbers p and ¢ that remain secret,
and a private key (p, ¢, d) where d = e~ (mod (p — 1)(¢ — 1)). Only the encryption
and decryption operations are relevant to understand the attack. For a message
m, the ciphertext ¢ is obtained as ¢ = m* (mod n) and it is recovered with an
analogous operation m = ¢? (mod n). The decryption, which is the exponentiation
operation using the secret key d, is the attack target.

There are multiple ways of implementing this exponentiation [74, 120]. We will
focus particularly on the square-and-multiply exponentiation, since the wolfSSL
implementation is based on it. The square-and-multiply approach scans the bits of
the secret exponent d, performing a square operation independently of the value
of the scanned bit, and a multiplication if such bit is equal to 1. Thus, an attacker
monitoring these operations can retrieve the sequence of bits of the exponent.

The modular exponentiation executed for the RSA decryption operations in the wolf-
SSL implementation is a variation of this well-known square-and-multiply algorithm.
It is shown in Figure 5.11. The countermeasures wolfSSL has deployed to protect
this implementation are to always perform the square and the multiply operations
for each bit of the exponent (lines 3 and 6) and to load the two possible values of
the secret bit related parameter R (R[0] and R[1]) into the cache, so they prevent an
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Input: base b, modulo m, exponent e = (e,,—1...€p)2
Output: ¢ (mod m)

1: init(R);

2: for ¢ fromn — 1 downto 0 do

3: mul(RI[0], R[1], R[e;])); > Load R[0] and R[1]
4: modRed(R]e;));

5: > R[2] is a temp variable that avoids the leakage of R]e;]
6 sar(R[2], R[2));

7 modRed(R][2]);

8: end for

9: return R;

Figure 5.11: wolfSSL exponentiation implementation

attacker from distinguishing which one (0 or 1) was actually used during execution
of the multiplication function (line 3). For the square operation, they even initialize a
temp variable R[2] to hide accesses to (R[0] and R[1]). These are clearly to prevent
cache attacks, which can be seen in the source code comments and the release
notes [17, 175].

Despite the always-load countermeasure, there are two possible windows to retrieve
the secret information. Firstly, at the end of the multiplication operation in line 3 only
the result referring to the actually used bit is stored. In that copy process, one of the
two possible values is loaded while the other one remains untouched. This leaks
the key bit. The second window is even bigger, because of the reduce operation
in line 4 that only uses the information of the actual key bit value, not taking the
precaution of loading both values. This means that this function could be even
vulnerable to a traditional cache attack, although the synchronization between the
attacker and the victim process would be a challenge.

Based on the code wolfSSL provides for the tests, we generated different secret
keys of 2048 bits, and embedded them in our server application in such a way that
it decrypts the received data by calling to the wolfSSL RSA decrypt operation. We
can observe the leakage by monitoring accesses to one of the two array entries
R[0] or R[1] (our T2), since the accesses to each of them to depend on the key bit
value (0 or 1). During the execution of the multiply function, they are both loaded
into the memory, but at the end of this function they perform a copy operation which
only accesses the required value. That is, an attacker can, for example, remove R[0]
from the cache before the execution of the copy operation and check it afterwards.
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This operation takes around 70-80 cycles in our system, which is enough for the
observation.

Attacking this implementation is eased by the reduce operation executed after the
multiply operation. This function only loads the correct value of Rle;], so either R[0]
or R[1]. The execution of the reduce operation takes about 2300 cycles in our test
system. This time even allows the execution of a complete probe cycle, so we do
not have to be so precise evicting the data when targeting it.

We used both the multiply and the reduce operations for the detection T1 and later
evict R[0] (T2). Note that, while the functions are shared, R[0] and R[1] are not, so
method 2 is required. The attacker has to profile the application to determine ¢ and
to find the cache set in which R[0] is loaded. Since our scenario is a continuously
running process in a server, the location of R[0] does not change. The task of
profiling is eased with the help of the detection of the multiply function. In our
posterior experiments we assume that the attacker already knows in which set R[0]
is located.

There are other differences to the approach taken in the attack against the S-Box
(method 2, case 1). Loading the data of a whole eviction set conflicting with R[0] in
the transactional region to achieve a very accurate eviction leads to false positives
in detection. This is due to other elements being loaded into the cache set during
the large time window of 2300 cycles. This large window also means we do not
require such high accuracy, so we can just load some blocks in the transaction to
reduce the time it takes later to evict R[0]. This avoids loading the whole eviction set
during the transaction. After the detection, only the remaining blocks of the eviction
set need to be accessed in the abort handler to retrieve the information about the
access (inference step in Figure 5.9, line 10). Thus the attacker still controls the
state of the cache for the eviction while avoiding false positives in the detection.

The retrieved key bits depend on both the accuracy of the detection and on the
ability of the attacker to remove the data from the cache during the execution of
the leaky parts of the code. The mean time between the execution of two multiply
operations is about 24000 cycles. That time seems to be “constant” and it is enough
for carrying the detection, eviction and retrieving the data. We collected information
for the execution of 100 RSA decryptions. Our attack correctly detected 96.8% of
the multiply operations introducing 1.3% of false positives. From those correctly
detected operations, the information referring to the access to R[0] featured 91% of
true positives rate and 87.2% of false negative rate, namely a precision of 87.6%.
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Note that no further processing of the results was done. Since we get quite exact
timestamps from the TSX aborts, trace alignment becomes fairly easy. For the same
reason, some of the retrieved samples that do not match the expected temporal
pattern can be discarded to improve the accuracy. Finally, the decision about
the correct value of the secret bits of the exponent can be made based on the
information retrieved from various traces [151].

Result: Despite an always load strategy, we can recover an RSA key from the
wolfSSL implementation with 100 samples. The process is eased by a second
implementation fault.

Responsible Disclosure We responsibly disclosed to wolfSSL on June 22nd
2020. WolfSSL immediately issued CVE-2020-15309 and proposed a fix for the
vulnerability, which we tested and acknowledged. It was part of the wolfSSL release
4.5.0.

5.6 Countermeasures

The presented attack is feasible due to the fact that code with secret dependent
access patterns exist. In order to prevent this leakage, these susceptible patterns
must be removed from the source code and the code should be redesigned. In
order to help developers to find leakages in their code, there are tools that detect
these leakages [227, 228]. As mentioned above, these tools need to be handled
with care, as the very OpenSSL implementation attacked in this work was declared
leakage free after such an analysis [102]. We showed that merely minimizing the
windows of opportunity by prefetching data in the cache is not a hinderance for an
attacker. There is still an interval between that prefetch and the actual utilization of
the data (as short as the execution of a single instruction) in which an attacker can
evict it. Therefore, the attacker has the possibility to observe such accesses and
retrieve the secret information.

For AES in particular, efficient and constant-time implementations are possible by
using the bit-slicing technique [112]. Alternatively, each S-Box lookup could access
all four cache lines and choose the correct lookup value via arithmetic, eliminating
cache line leakage. As mentioned above, OpenSSL also provides a constant-time
AES software implementation based on bit-slicing, which needs to be selected
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via the -DOPENSSL_AES CONST _TIME flag. However it would be good to have
widely used APIs call secure implementations. Many deployed applications will
update the library, but keep the API calls. Keeping insecure algorithms behind
the API violates the security by default policy. Even if developers are aware of
microarchitectural side channels and check the code, they may not notice which
implementation is used by the APl and thus get a false sense of security.

The wolfSSL RSA implementation can be repaired by loading the leaky data into
the cache in the two vulnerable functions or use of a temporary value, which is in
sync with the currently implemented countermeasures in other parts of the code.
Note that the fix will prevent exploitation through the LLC, while it may still be able
to retrieve some information in the powerful SGX scenario. The countermeasure
was implemented in August 2020.

There are some other approaches intended to defeat cache attacks [67]. Hardware
based countermeasures that prevent cache attacks by means of new cache de-
signs [118] or applying hardware modifications [138, 225], can be effective for the
presented attack. However, they are not available yet and some of them are not
expected to be implemented soon. Similarly, techniques that allocate the victim and
the attacker data in different and mutually exclusive cache sets [137] would prevent
this attack.

The TSX-based defense CLOAK suggests to perform the entire encryption within
a transaction, which would then abort in case of a cache eviction [75], preventing
the leakage and CACHESNIPER. When detecting the eviction of the prefetched
data this method stops the process and restarts it. However, this method is not
widely adopted since it is prone to many false positives, due to spontaneous aborts.
Frequent restarts introduce a large overhead and open the door to denial of service
attacks. Besides, Cloak does not prevent an attack on the L1 cache, if the prefetched
data does not belong to a write set.

Finally, detection-based countermeasures monitor the execution of the algorithms
they aim to protect. They collect information about execution times or from perfor-
mance counters (i.e. cache misses or accesses) to detect changes in the execution
trace, which could imply an attack [23, 27, 43, 241]. CACHESNIPER was not designed
to be stealthy and it generates cache misses on the victim algorithm. However,
as we demonstrated by attacking the T-table implementation, CACHESNIPER can
also improve the efficiency of existing attacks, seriously limiting the capability of the
detection-based countermeasures to trigger the alarm in time.
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5.7 Related Work

The AES T-Table implementation is probably one of the most widely attacked
implementations [10, 26, 41, 57, 70, 80, 82, 91, 103, 135]. Usually either the first
or the last round are targeted, since these rounds only perform an XOR operation
between some data and the secret key, which makes key recovery fairly easy.
Other approaches, such as targeting a deeper layer implementation of T-Table AES
used only to encrypt seeds for the pseudo random number generator in AES, are
possible but much less popular [48]. T-Table implementations are widely spread
over various libraries and platforms. The fact that prefetches cannot protect the
T-Table implementation of OpenSSL from an attacker that works with the eviction
policy of the L1 Cache was also described again by Lee et al., who performed the
same attack as us and named it Prime+Retouch [127].

As it is so vulnerable, the T-Table implementation in OpenSSL was replaced by
an S-Box implementation, which after suffering some attacks was protected with a
prefetch. Cache-level attackers can only observe accesses under very controlled
conditions. C. et al. launch up to 200 spy threads to ensure that the encryption
is interrupted after only executing a few instructions [31]. A similar effect can be
achieved by using SGX and single-stepping through the victim code, interrupting
the enclave after every step [30]. Single-stepping is used by Moghimi et al., who
also assume a powerful adversary with full OS control that allows them to monitor
the entire L1 data cache [156]. The ability to stop the execution at will and to collect
multiple samples per round allows them to distinguish the prefetching stages from
the usual operations of the encryption round. CACHESNIPER does not interrupt the
victim, requires no elevated attacker privileges and works across cores.

Just as AES, RSA has been a target of side channel attacks for many years [166].
The execution time is much longer and not divided into rounds, which makes
prefetching before the execution or at regular intervals during impractical. Instead,
always load/always execute strategies are used. When combined with side channel
aware code design, such as in the Montgomery reduction with constant execution
flow, this strategy is supposed to ensure protection from cache attacks. But mat-
ters out of the control of the programmer (e.g. JIT interpreters) can still enable
attacks [68].

We use TSX as an enabler for our approach, but are still able to launch a CACHES-
NIPER attack without it. TSX proved to be a large security risk for Intel: It can be
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used to amplify attacks, break kernel space address layout randomization (KASLR),
or extract cryptographic secrets [57, 108, 230]. Disselkoen et al. attack an, at that
time, unprotected AES T-Table implementation in OpenSSL to show that removing
timers is not a sufficient defense against side channel attackers. While they as-
sume an attacker with the same capabilities as we do, they only detect whether the
victim used specific data at any point during the victim algorithm [57], which is not
sufficient to attack a prefetch protected implementation. While CACHESNIPER also
relies on the transaction abort as soon as a data loaded within the transaction is
evicted from the LLC, we additionally show that the time between the eviction and
the abort is almost constant. We can thus determine the state of the victim process
with high precision. We also use the abort handler to run the attack, while it just
serves as a canary in the work of Disselkoen, Kohlbrenner, Porter, and Tullsen.
Other works have used asynchronous aborts to partially leak an RSA key or other
data, but assume more powerful attackers [157, 192].

As mentioned above in Section 2.8, Intel issued a microcode update in 2021 that
disabled TSX by default in all devices. However, attacks featuring SGX are still
present in research up to this day: in 2024, Chowdhuryy et al. used SGX to amplify
a replay channel allowing them to exploit a power side channel to infer speculatively
accessed secrets [47].

5.8 Summary and Conclusion

We developed CACHESNIPER, a method to exploit very small windows of opportunity
with a cache attack. It is noteworthy that while our attacker model includes intimate
knowledge of the inner workings of replacement policies and requires profiling of
the target algorithm, it is conducted by an unprivileged attacker from user space.
The attack works in a cross-core setting. The victim process is not interrupted.

The attacker performs a stakeout phase before the attack by profiling the victim
process. She then aims by detecting the execution of the target algorithm. The
information from the stakeout helps her to determine the state of the target algorithm
once she detects it. She then waits until her window arises, then shoots the target
address from the cache by a fast eviction. We discuss different approaches for
every stage and quantify the resolution an attacker can achieve. We thereby show
that several countermeasures against cache attacks do not work as intended.
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Prefetch based countermeasures seem like a win-win solution at first glance: Ev-
erything is already in the cache when the algorithm starts executing, which may
improve runtime, and side-channel resistance is granted on top, practically for free.
Unfortunately, the reality looks different. We showed that with exact synchronization
with the victim algorithm, an attacker may still recover secrets via the cache even
after prefetching was implemented. The attacker can in fact evict the target data
between the prefetch and the actual utilization. She can then find out whether there
was an actual access. We demonstrated this by attacking a prefetch protected
T-Table and S-Box implementation of AES in OpenSSL.

A similar approach is the always load strategy: If there are various alternatives of
a value depending on a secret, all of them are loaded. However, an always load
strategy only works if great care is taken to use all loaded values in the same way
afterwards. We show this by attacking an RSA implementation that uses the always
load strategy, but only uses the actual secret in a subsequent reduce operation. By
evicting the secret value between the load and the utilization, we can recover the
key of the wolfSSL RSA implementation in 100 samples.

We demonstrated that a determined attacker with accurate timing can still attack
supposedly protected implementations, even if they were deemed leakage free by
tools. Our finding are further proof that only truly constant time, constant execution
flow code is a countermeasure for side channel attacks. Prefetching and always
load strategies do not produce such code. To ensure developers do not gain a false
sense of security, detection tools should be altered to account for the possibility of
attacks in very small windows.



Conclusion

In the introduction, we presented a scenario in which two individuals, Alice and
Bob, unknowingly share a remote machine, highlighting the prevalence of this
phenomenon among end users. It is a common misconception that users are aware
of the implications of sharing hardware resources, querying cloud-based services,
or processing data in the cloud. In reality, many individuals are oblivious to the
fact that their activities are executed on shared infrastructure, and that their data
is being processed in remote data centers, or even used, for example to train ML
models. This lack of awareness raises significant concerns regarding the security
and privacy of end users. Educating end users and developers about the dangers of
shared hardware and the importance of secure practices, with the goal of promoting
a culture of awareness and responsibility, is one way to enhance security. Another
possibility is Security by Design: Providing secure solutions by default, where the
focus is on designing and implementing secure systems that protect user data and
prevent unauthorized access, without requiring users to take additional steps to
ensure their security. Unfortunately, the focus is currently more on performance and
cost efficiency.

It is my intention to make a tangible impact on the real world through this thesis.
The attacks demonstrated here are user-level, and | aim to provide protection for
clients by default, without requiring any additional effort from them. To this end,
my research is focused on real-world libraries, and | have disclosed all findings
in a responsible manner, ensuring that my work can be leveraged to improve the
security of widely used systems.

Let us revisit the three primary research goals from Chapter 1. The first objective
was the development of privacy-enhancing techniques for outsourced computation.
We chose a machine learning scenario in which inference is conducted on an
untrusted server containing a TEE and an FPU. With CARNIVAL, we worked on the
input and output privacy in this scenario. We build on the SLALOM framework from
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Tramer and Boneh and kept the split of the workload between the TEE and an FPU.
We re-designed the preprocessing phase to enhance resource utilization while
keeping the concept of masking: CARNIVAL generates many masks in public on the
untrusted FPU. Making use of the Subset sum problem over finite fields, private
masks are then generated within the TEE. We prove that CARNIVAL is secure
under the longstanding cryptographical assumption that the Subset sum problem
over finite fields is a one-way-function. By integrating CARNIVAL into SLALOM we
build the variant SLALOM AT THE CARNIVAL (S@C), which includes the improved
preprocessing phase. In summary, | present the following results:

* | identified that the preprocessing phase of the SLALOM framework is ineffec-
tive.

|l improved it by using the FPU instead of the TEE by using the Subset sum
problem over finite fields.

* We obtain a cryptographically secure protocol by using n > 453 possible
summands.

» Experimentally, we show that it is possible to generate a uniform mask dis-
tribution with far fewer summands, as few as 65 in the concrete case of the
SLALOM.

By building on an existing framework to further improve it, we brought SLALOM
one step closer to practical use. The reason the SLALOM framework could be
improved so much is that it contains a vastly inefficient preprocessing phase which
is not discussed in the corresponding paper. There are many other examples of
not including the preprocessing phase in the performance analysis of a framework.
We think that it would improve the real world applicability of research results if that
changed. An honest analysis of all necessary steps should be the goal to fairly
compare new approaches. In the case of SLALOM, this would mean a) measuring
the runtime of the offline phase and b) discussing and measuring what happens if
not enough masks were produced in the offline phase. In both cases, CARNIVAL
increases performance manyfold.

There is no extra effort for the client, and the server owner can work with a speedup
of 2.2 to 72.6 in the preprocessing phase. We did not provide an implementation for
CARNIVAL or S@C, which is a valuable direction of future work. An implementation
would also involve modernizing or re-implementing the SLALOM framework to get
a maintainable product. That could lead to a real world use of both frameworks.
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As we discuss later, TEEs do not offer side channel resistance, so a potential
implementation should keep that in mind and use a constant time algorithm for the
summation.

The current technological development in TEEs goes towards larger TEEs, a trend
from which CARNIVAL could benefit. If, for example, more masks can be held within
the TEE during the addition, delays due to swapping could be avoided.

We also worked on a second new approach on outsourcing computation by lever-
aging garbled circuits. It is called DASH and is discussed along with the state of
the art of outsourced computation and the related work. DASH focuses on usability,
providing convenient ways to load models and data into the framework. These
qualities make it easy to incorporate DASH into real-world products, providing the
clients with more privacy.

The second research objective was the analysis and quantification of microarchitec-
tural behavior that allows an attacker to improve on existing attacks or develop new
attacks. When running on the same hardware, processes share resources such as
the higher level caches, various buffers, the page table, the GPU or just the physical
memory among others. That means they also share a microarchitectural state
which can be observed across context switches, thus constituting a microarchitec-
tural side channel. We looked at the shared store buffer as well as components
for address resolution such as the memory management unit. While analyzing the
store buffer, we discovered load instructions are executed speculatively without
resolving the address fully. When a potential dependency is discovered between
the addresses of the load and a store in the buffer, a significant delay in executing
the load instructions can be observed if the store buffer has been filled before. We
call this the SPOILER effect. Analyzing the delay leaks partial physical address infor-
mation, which is usually not available to user space processes. We thus discovered
a novel microarchitectural leakage which reveals critical information about physical
page mappings to unprivileged processes, thus posing a significant security risk.
The leakage can be observed from virtual and sandboxed environments.

In summary, we presented the following results:

* An analysis and explanation of the dependency resolution logic for store
forwarding in Intel processors, which was previously undocumented. The key
observation is that false dependencies in the store buffer generate a high
latency in executing load instructions.
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* The latency can be observed if 20 bits of the physical address overlap, thus
leaking 8 bits of physical address information, which poses a security risk.

» Using pools of aliasing addresses improves the time required to completely
cover the cache with eviction sets from 46 seconds to 12 seconds while
improving the success rate to 100%.

» The SPOILER effect can be used for other purposes, such as Rowhammer
attacks, as a covert channel or to slow down processes.

In recent years, several high-profile "god mode" attacks have been demonstrated,
often with the intention of showcasing the vulnerabilities of a particular system
or implementation. However, these attacks frequently rely on unrealistic attacker
scenarios, where the adversary is assumed to possess elevated privileges, control
over the machine, or other extraordinary capabilities. This approach can be mis-
leading, as it fails to account for the vast majority of real-world attacks, which are
typically perpetrated by low- to medium-level hackers. In contrast, it is essential
to evaluate the security of implementations against a more representative set of
attacker scenarios, including those with standard user privileges and limited comput-
ing resources. This is particularly relevant for end users, who are more likely to be
targeted by opportunistic attackers rather than sophisticated nation-state actors. As
such, it is crucial to ensure that hardware and algorithms are designed to withstand
attacks from both high- and low-skilled adversaries, rather than solely focusing on
the most extreme and unlikely scenarios. By adopting a more nuanced and realistic
approach to security evaluation, we can gain a more accurate understanding of
the vulnerabilities and strengths of a particular system, and develop more effective
countermeasures to protect against a wide range of potential threats. This, in turn,
can help to improve the overall security posture of a system, and reduce the risk of
successful attacks.

The dependency resolution exploited by SPOILER falls into the category of specula-
tive behavior. The processor tries to assume what will happen next in the program
to save time. Speculative behavior is used in different parts of the processor, such
as address resolution (here) or branch prediction, and can be exploited in many
ways to gain privileged information [121, 136]. SPOILER can be executed from user
space without special privileges as well as from a sandboxed environment. Users
are thus vulnerable just by opening a webpage. This extreme vulnerability of the
end user shows, again, how important it is to primarily ensure system security and
focus on performance afterwards.
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The SPOILER attack had a large impact on the security community and was used in
several subsequent works [9, 24, 33, 35, 106, 163, 164, 211]. As the root cause
of the SPOILER effect is in hardware, it is difficult to mitigate. As in many other
microarchitectural attacks, removing the root cause of the observed latency would
decrease performance. That does not seem to be an acceptable price for security
for many customers of the vulnerable hardware. It is thus to be expected that the
SPOILER leakage will be around for a long time.

The third research objective was the analysis of existing countermeasures to mi-
croarchitectural attacks and privacy-enhancing mechanisms and their improvement.
Many countermeasures have been proposed against microarchitectural side chan-
nel attacks. The best way to remove leakage is by writing true constant-time code,
where the data access patterns, timing behavior and execution patterns are not
secret dependent. Evaluating how well countermeasures work and whether code
is truly constant time is a challenging research task. In this thesis, | analyzed
implementations protected by the countermeasure of prefetching or always-load-
strategies. The idea is to prohibit an attacker from inferring secrets from the cache
state by always fetching all data into the cache, independent of its actual utilization.
As countermeasures go, this may actually increase performance as all required
data is already cached once the program gets to it.

My analysis shows that there are circumstances under which a user-level attacker
can retrieve secrets from a protected implementation. An implementation is still
vulnerable if a small window of opportunity remains, which may be as small as a
single line of code. The claim of targeting a single line of code from user space
sound unrealistic, which is why | demonstrated the application of CACHESNIPER on
two real world libraries, OpenSSL and wolfSSL.

In summary, | presented the following results:

« An analysis of the circumstances under which a prefetch protected implemen-
tation can still be attacked.

+ Identification of four challenges for the attacker: detect the execution of the
victim algorithm, determine the time window between the detection of the
target algorithm and the utilization of the target data, evict the target data
from memory at precisely the right moment, recover the information about a
potential access.
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« Different methods for tackling each of these challenges, highlighting which
are applicable under which circumstances.

» The end-to-end attack CACHESNIPER is crafted and tested against several
noise benchmarks.

+ CACHESNIPER is used to retrieve an AES key from a protected T-table and
S-Box implementation as well as an always-load RSA implementation.

Just like SPOILER, CACHESNIPER requires no elevated privileges and can be
performed by a user level attacker. It works on two common cryptographic libraries,
which shows that it is a very real threat.

From my work, several results can be obtained for both future side channel research
and the design of secure algorithms. For side channel research, | present four key
challenges and discuss the best way to solve them. The most important contribution
here is that TSX is a good option for precisely detecting the victim algorithm. When
evicting the target, | show that for a fast and precise eviction, the lower level cache
replacement policies need to be considered. With knowledge of the replacement
policy, the access order of the elements in an LLC eviction set can be determined.

As for the design of secure algorithms, | successfully showed that prefetching and
always load strategies are no valid protection against user-level cache attacks. | offer
better strategies along with the corresponding implementations to both attacked
libraries in my responsible disclosure process. The vulnerability in the wolfSSL
library was closed weeks after my finding. The one in OpenSSL remains open until
this day as OpenSSL defines side channel attacks as outside their threat model.

OpenSSL is a community-driven project that relies on the contributions of its users
and developers. While it may not be a primary focus of research, incorporating
side-channel attacks into its threat model would be a valuable initiative, driven by
community pressure. This would not only enhance the security of the OpenSSL Ii-
brary but also align with the collaborative spirit of the project. Given that researchers
often provide libraries with assistance to address identified vulnerabilities, the effort
required from the OpenSSL community would be relatively minimal. By incorpo-
rating side-channel attacks into its threat model, OpenSSL can demonstrate its
commitment to security and provide a safer and more reliable foundation for its
users. This, in turn, would foster a culture of security awareness and responsibility
within the community, ultimately benefiting the broader ecosystem of cryptographic
libraries and applications.
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My work shows several directions for future research. Firstly, several microarchitec-
tural side channel analysis tools deemed the attacked implementations as secure,
which stresses that tools for detecting side channel vulnerabilities need to be tested
and updated according to the latest research. Secondly, code needs to be truly
constant time. While this is hard and may result in performance penalties, it should
not even be a question for cryptographic libraries. A secure implementation should
be the base line, and all performance benchmarks should run on that baseline.
A secure implementation, of course, includes the utility classes, which, as Sieck
et al. show, are often wide open targets [201]. Thirdly, offering developers tools
and guidelines for writing better code and analyzing and reviewing it has to be a
stronger focus in research as well as technology transfer. Wichelmann et al. for
example developed a tool that can be integrated into a GitHub build chain [229].

My research has been guided by a commitment to responsible disclosure, and |
have worked closely with the developers of affected libraries to ensure that my
findings are addressed in a timely and effective manner. By doing so, | aim to
minimize the risk of exploitation and maximize the benefits of my research for the
broader community.

This thesis contributed to all three research objectives. All developed attacks work
with user level privileges, which shows they are real-world threats. All presented
attacks have been thoroughly analyzed and presented with their root cause, al-
lowing other researchers to work with the results. Accordingly, | conducted three
responsible disclosure processes with companies affected by the findings of this
thesis, further highlighting the practical relevance of my findings. As with many
research results, both the attack code and the constructive solution from CARNIVAL
should be incorporated into larger frames in the future. For example, the JavaScript
code from SPOILER could be used to generate an end-to-end Rowhammer attack
in JavaScript without unrealistic assumptions. As CARNIVAL covers a highly rele-
vant scenario, it could be included in real world applications where privacy of the
input and output data is important. Mitigating SPOILER and CACHESNIPER and
implementing CARNIVAL will have a negative impact on performance, but severely
increase the security of the programs as well as protecting the confidentiality of
the user data. Hopefully, this tradeoff will be considered worthwhile in the future.
Users should have access to safe means of processing their data without being
security experts versed in microarchitectural side channel. Not even all developers
using standard libraries should have to be security experts. It may be time to put
privacy and security before performance, and start to make the default case, the
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default hardware, the standard API, secure. If we could do that, Alice and Bob could
compute happily ever after, even if they share the same hardware.
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